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Abstract— Virtual Private Networks provide secure and reli- changes, and re-homing customers are better accomplished
able communication between customer sites. With increase in jf we can prioritize these tasks especially for the hubs of
number and size of VPNSs, providers need efficient provisioning communication in the VPN. This is confirmed by recent

LenC(;]enrlgt:?]Zitr?; to?(ilfg,t\ltgrg:ztgi@s r demand by leveraging a good simulation studies [3] demonstrating the significance oNVP

In this paper we analyze two important properties of VPNs Structure in provisioning. Thus, a good understanding ef th
that impact provisioning - (a) structure of customer endpoint structure of VPN endpoint interactions is required. Tradfic
(CE) interactions and (b) temporal characteristics of CE-CE gineering tasks involving core network capacity manage¢men
traffic. We deduce these properties by computing traffic matrice also require a good estimate of the size of customer traffic

from SNMP measurements. We find that existing traffic matrix ¢ hich Iso be derived f K led f
estimation techniques are not readily applicable to the VPN aggregates, which can also be derived from a knowledge o

scenario due to the scale of the problem and limited measurement the CE interactions, such as the CE-CE traffic matrix.
information. We begin by formulating a scalable technique that Recent advances in traffic matrix estimation techniques [4]
makes the most out of existing measurement information and provide a starting point. There are important differencethe
provides good estimates for common VPN structures. VPN case that prevent us from directly employing existing

We then use this technique to analyze SNMP measuremen’[t ffi tri timation techni . th le of the
from a large IP VPN service provider. We find that even with raffic matrix estimation techniques: (a) the scale o ne

limited measurement information we can estimate traffic matrices WOrk taken as a whole results in a computationally expensive
for a significant fraction of VPNs, namely, those constituting the and infeasible formulation; (b) per-VPN traffic informatids
“Hub-and-Spoke” category. In addition, the ability to infer the  not available for core network links resulting in a lack of
structure of VPNs holds special significance for provisioning tasks ¢ fficient measurement information; (c) a shared core nétwo

arising from topology changes, link failures and maintenance. . . . .
We are able to provide a classification of VPNs by structure and infrastructure with only aggregate link counts for thesesi

identify CEs that act as hubs of communication and hence require introduces dependencies among the many VPNs that share

prioritized treatment during restoration and provisioning. those links.
Index Terms— VPN, Provisioning, Traffic Engineering, Traffic Each of these issues assumes significance when we observe
Matrix Estimation that with continual growth in the number of VPN customers,

the scale of the problem increases. Obtaining fine-grained
reliable measurement information becomes much hardes Thu
we first evolve a scalable technique to compute VPN traffic

Virtual Private Networks (VPNs) serve as a popular mechnatrices and then examine how to deal with the lack of
anism to provide secure connectivity among customer sitegfficient measurement information. Specifically, we exeni
With increasing popularity of IP VPNs for enterprize netwhat characteristics of VPNs can be reliably estimated with
working solutions, providers are faced with new challengesisting information. In doing so, we are able to provide
in provisioning and operating a complex and growing VPNeployable techniques for improving the existing provisig
infrastructure. infrastructure. Additionally, our observations can seagea

In the presence of accurate information about customgiiide to enhancement of existing measurement infrastreictu
traffic profile and available network resources, a provider ¢ for maximal gains.
make accurate provisioning decisions while ensuring $ervi We thus begin with an estimation technique that employs
Level Agreements (SLAs) are met. However, in reality it igpproximations to break the network-wide traffic matrixtpro
hard to specify customer traffic statistics accuratlpriori. |em into several smaller independent per-VPN traffic matrix
Existing architectures (e.g., the Hose Model [1], the Roinproblems. These approximations are driven by exploiting
to-Set model [2]) for scalable VPN services rely on adaptivgistinct properties of VPNs. We examine the reliability bét
provisioning strategies that require a good understanding approach and demonstrate that despite insufficient infooma
VPN characteristics, to avoid provisioning for peak densandye can learn VPN characteristics discussed above for a large

Our goal is to develop techniques that allow a servideaction of customers.
provider to learn properties of VPNs that impact provisiani  Applying the estimation technique to the measurement
tasks. We begin with SNMP measurement information fromiaformation leads to the following significant contribuii
large IP VPN service provider. For bandwidth allocation and Besides confirming the intuition that Hub/Spoke VPNs are
resizing, we need temporal characteristics of traffic enged the most common kind, we find that mere traffic volume
between pairs of customer endpoints (CESs). Provisionisksta measurements for the access link to a hub site or the coadract
involving maintenance, recovery from link failures, topgy bandwidth (Committed or Peak Information Rates) are not

o _ _ , enough to identify a site as a hub. We evolve thresholding
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HUBS Il. RELATED WORK
"""""" A traffic matrix provides the volume of traffic between

source-destination pairs in a network. Such matrices have
been computed at varying levels of detail for IP networks:
........... between ISP Points-of-Presence (PoPs) [5], routers [4], IP
prefixes [6] etc. The problem of estimating traffic matrices
SPOKES L . S .
is ill-posed: for a network withV source-destination pairs we
Q Q Q need N2 demands to be estimated. However the number of
pieces of information available is typically much smallef (
the order of number of links in the network). For lartye the
problem becomes massively under-constrained. Such pnsble
have been solved in many fields of engineering and science:

Fig. 1. Schematic showing a multi-hub VPN

SKWP Aggregalion Ineal™ CE-PE 5 PE-PE-TH] seismology, astronomy, geophysics etc. [7], [8], [9], [1aL]
VPN Size Range 10s to 100s CEs Existing research indicates that some kindsiafe information
Number of PE-PE Links ~ 6000 must be brought in while solving such linear systems. Many
Duration of data examined 5 months such proposals solve the following minimization problem:
TABLE |
DETAILS OF SNMP INFORMATION m}in lly — Ax||3 + A2 J(x)

where ||.||2 denotes theL, norm, A\ > 0 is a regulariza-
tion parameter, and(x) is a penalization functional. These

that we have to work with incomplete information. We emplo pproaches are generally callet]fate_gies for regularizatio_n
synthetic and measurement-based validation to undergtend fill-posed problemsThe regularization strategy (the choice

limitations of the estimation technique in the face of infpet of J(X)). gmde; the optimization problem in its ph0|ce of
information. the traffic matrix that might provide a good solution to the

. . - roblem.
First, we find that VPNs that exhibit a Hub/Spoke StrUCtu'%,Zhang et al [4] develop a regularization method tailored

can be efficiently handled. Such VPNs feature many “SpOK?(')r traffic matrix estimation. Their method incorporate® th

nodes tthat cgnmlu nlcva\tlte t\k':"th Just Ithet h#.b no?gs (ti’,p'c"’tlngravity model solution so that the optimization simultangy
one or two, (Fig. 1)). We then employ traffic matrix estimate ttempts to minimize the error from observed link counts and

o obtain a classification of VPNS by their s_tructure gnd_ _Shoﬁ){e gravity estimate. They demonstrate that the gravityehod
that .Mult|—hub/Spoke VPNs.mdeed cgnstltute a Slgnlflcar'lztstimate for the traffic matrix provides a good starting poin
fraction. We present analysis OT Multi-hub/Spoke VPNs 9nd hence propose to opt for the Kullback-Leibler divergenc
show that many of these \./PNS in fact feature two hubs th I the gravity estimate fromx as the regularization functional
are part of a dual-homed site. For the SNMP data analysed rl\/—A).

this paper, we show that traffic matrices can be accurat

S The problem treated here is closest to [4] in that, we adopt
0
S/%T\I‘;Uted for a significant percentage (about 57%) of tli’ﬁe same regularization technique. However, comparedeto th

. . . ) ] Border Router (BR) traffic matrix obtained in [4], the scafe o
Exploiting the higher accuracy in estimates of traffic matrie vpN problem is much larger. The computational expense

ces for Hub/Spoke VPNs, we then study temporal characterb}-evems us from solving for a single network-wide problem

tics that affect bandwidth allocation tasks. We observblsta (which is the case with BR traffic matrices). Instead we esolv

CE-CE traffic trends across weeks, and slowly varying trends, oximation techniques that exploit the structure of ¥PN
across months. This lends support to bandwidth allocatighy preak the problem down to many per-VPN problems. In
strategies that might attempt to learn characteristics tvee.  qqition to problems with scale, the measurement infoonati
The combination of algorithms and measurement obsefvailable with VPNs is aggregated across all VPNs and per-
vations we present demonstrates the feasibility of adeptivPN information is very often unavailable (in contrast, the
provisioning. Despite the limited nature of available meas BR traffic matrices can exploit fine-grained NetFlow data).
ment information, we demonstrate that our techniques can fence it is not straightforward to guage the correctness of
applied to a significant fraction of VPN customers implyinghe traffic matrix estimates in the case of VPNs. We evolve
an overall enhanced operational efficiency. a set of guidelines to help understand the applicabilityhef t
The rest of the paper is structured as follows. We discusstimates and demonstrate how to obtain the most out of the
related work in§ll. The measurement information is brieflycoarse-grain information available in the case of VPNgites
described irglll. A traffic matrix estimation technique is thenof the prohibitive scale of the problem.
presented irglV. Using synthetic inputs and SNMP data we Our work complements recent theoretical advances in de-
validate the efficacy of the estimation technique§W and signing optimal reservation trees for provisioning VPNZ2][1
gVI. We employ the technique to understand VPN structufé3]. Algorithms for computing reservation trees can benefi
and temporal characteristics VIl and §VIII. We conclude from updated estimates for pair-wise bandwidth requirdmen
in §IX. for nodes in a VPN. Simulation studies [3] indicate that
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. seperately for mornings, evenings etc, we see the repetitio

1 patterns more clearly - traffic at noon and evening condigten

. higher, those at nights always low etc.

. An important factor influencing our approach is the size

i - - s - . of the service in terms of the number and size of customers,
Number of PEs touched by a VPN (x) the number of PE routers involved and hence the scale of the

problem. Fig. 3 shows the distribution of number of PEs that

receive traffic per VPN. This measure indicates the number of

links that traffic from a given VPN might influence. If there

there can be significant benefits in incorporating trafficrinat @€ IV PES that the CEs of a VPN communicate with, there

information as a consequence of structural properties d&/pP ¢an beQ(N2) PE-PE paths that have to be factored in the
estimation formulation. These PE-PE paths also carry draffi

from other VPNSs. Similarly the size of the VPN customers
is an important measure of the scale of the problem. Fig. 4
In this paper, we present results from our study of measuigives the distribution of number of number of endpoints per
ment information from a large VPN service. Here, we providgpp. The distribution shows that while there are a lot of $mal
a brief description of the data available from the service. \/pNs; there is a significant fraction with sizes in the teng an
addition to helping us understand the results in the next fayindreds. In the absence of per-VPN traffic information on a
sections, this is also meant to be representative of thedxﬁndper_”nk basis (as is the case here - the traffic counts foPEE-
information that is typically at the disposal of today's\see |ogical links are aggregated across VPNSs), the estimatizn h
providers. to account for all pairs of CEs as potentially communicating

Fig. 2 shows the points in the network where SNMBeers. The gist of these observations is that the scale of the
measurement information is available. Aggregate byte tOuroblem at hand is considerable.

over one hour intervals for each provider edge (PE) to PE link
are collected by SNMP. This count represents the number ol TRAFFIC MATRIX ESTIMATION AND CLASSIFICATION

bytes transmitted on the PE-PE link duealb VPN customers ) o ) )
sharing that link. By PE-PE link, we mean a logical link There are multiple uncertainties to overcome while provi-

like an MPLS tunnel. In the current dataset there was SNl\/ﬁﬂming th? network for the aggregate capa_lcity needed for th
information for such logical links for every pair of PEs. The/PN service. Some of the factors a carrier may not know
other set of SNMP data available is for the traffic for eadA€Cisely, a-priori, are:
customer endpoint (CE) to PE link in the form of aggregate « The amount of traffic generated by any given source
byte counts over 15 minute intervals. The CE-PE link is the ©of the VPN. We may only have available the peak rate
dedicated access link for the VPN customer and the traffic specification.
observed on that link is due only to that customer endpoint. « The proportion of the source (hose) traffic that any given
As one would expect, the SNMP characteristics demonstrate link in the network receives.
weekly cycles. Fig. 5 shows the daily mean of bytes comir@ften, a new VPN may be admitted with very little informa-
to the CE from the network, for a representative VPN. Fdion being provided by the customer other than peak access
some VPNSs, there is an increase in the magnitude over tapacity requirements. To guarantee the SLAs requested th
months indicating a growth in the VPN. But there is a mean a need to ensure that adequate resources are available.
about which the variations of magnitude are seen indicatitynderstanding the “structure” of the VPN helps us in more
that there is a certain amount of predictability in the tcaffi efficiently provisioning the capacity in the network, and
An additional observation is that we see stable trends amlapting the capacity to changing VPN requirements. By
the sensitivity to time-of-day. When the trends are observsttucture, we mean the spatial distribution of the traffievio

Fig. 3. CDF of number of PEs touched by a VPN
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between the different sources and destinations of the VPak:

For example, knowing if there is a hub-and-spoke structure

helps in appropriately provisioning capacity in the networ ming { ||y — Ax||> + \2 Z —log <> (2
since an end-point that is a spoke in a pure “hub-and-spoke” kigr>0 T Ik

VPN would require capacity primarily between the hub an

spoke. Provisioning without knowledge of the VPN structur%e(f?' IS B ector i o (CPIESeRng (he variable
could result in a substantial amount of wasted resources. 8, @) v= Yi

. . - . in vectory represents the traffic measured for liGkl" is the
To infer the structure of a VPN and to achieve efficienci y rep "

throuah adaptive provisioning. we need to examine the Weg%tal traffic in the network, and, is the gravity estimate for
9 plive p 9, . Y obtained using Equation (1) is the routing matrix which
customer endpoints communicate with each other. In otr}’?

. . OMates the appropriate variables
words, we need good estimates of the VPN traffic matrix. In the present contexs; andd; would correspond to the

VPN customer endpoints. The set of variabégs;, d;) would
be defined for eaclis;,d;) that are part of the same VPN,
since an endpoint communicates with another endpoint only
- if it is a part of the same VPN. For example, dendiés;, d;)
and N (s1,ds) by 1 andz, respectively. Ifd; andd, are the
1 only nodes with whicts; communicates we have the equation
N°u(s1) = xz + x2. Enumerating such equations for all
VPNSs in the network would give us the equations denoted by
Equation (2). Thus the following would be the set of equation
forming the system:
1 1) For each sources;, N°ui(s;) = >_;x; Where z;
indicates the variables for traffic from to d;.
20 2) For each source, N (s;) = >_; xj wherez; indicates
_ _ the variables for traffic fromi; to s;.
Fig. 5. Aggregate bytes entering a CE over 5 months for a VPNzef 29 3) For each PE-PE IinkN(PEij) _ Zj z; wherez; in-
dicates the traffic for all sucts;, d;) pairs that transmit
on the link PE;;.
o ) In reality, the problem described in Equation (2) is too big
A. Estimation techniques and computationally expensive to solve. For instance, Her t

Traffic matrix estimation is an ill-posed problem: wifki Mmeasurement data analyzed here, we have a sparse routing
nodes in a network, the number of traffic demands to 8atrix (4 in Equation (2)) of dimension8l8 x 10%,950 x 10°)
estimated isN? while the number of equations we havetPProximately, with abou2.8 x 10° non-zero elements. In this
is only proportional to the number of links. As discusseBaPer, we evolvg a variant of the above estlmatlon_techalque
in §ll there are several approaches to solving such undd&p-reduce .the size of the problem so that the traffic matrices
constrained problems. Two popular approaches are thetgrafiah be quickly computed.
model approach and the information theoretic approach. We _ )
employ both. B. Estimation of VPN Traffic Matrices

Denote the total traffic entering an endpointby N (s;) Although many VPNs share a common core network, no
and the traffic leaving it byN°“!(s;). Each element of the two endpoints belonging to different VPNs communicate with
traffic matrix indicates the amount of traffic from endpoineach other. This lends a kind of separability to our problem
s; toward d;, denoted byN(s;,d;). Thus some portion of and hints at a possible strategy to reduce its size. Instéad o
N°ut(s;) is contributing toN**(d;). The gravity model at- solving the problem for all VPNs as part of a single network,
tributes a portion ofVi"(d;) to each source, that transmits we propose to compute the traffic matrices for each VPN
to d; in proportion to the size ofV°“!(s;). The underlying independently. In order to do this, we need data on a per-
assumption is that the amount of traffic generated spy VPN basis to construct the problem as in Equation (2). The
is independent of that generated Hy. Thus the following path from a CE to another CE consists of two segments: a)
relationship is used: [4] an access segment (between the PE and the CE) where there

‘ is traffic from this VPN alone, b) a core network segment

_ N°(s;)N™(d;) (link between two PEs) which carries traffic multiplexed
B Dok N (k) across multiple VPNs. Typically, we have aggregate SNMP
information for each of these segments. Thus we need to infer

While the gravity model is simple, it is known to be lessvhat part of the PE-PE aggregate traffic is attributable & th
accurate in the presence of additional information. One ¥PN being solved for, at each step. But there is not enough
the methods recently proposed [4] exploits what is generalhformation to deduce this quantity. Instead, we introdace
termed strategies for regularization of ill-posed problemsbound on the contribution of a particular VPN to the measured
Accordingly a penalized least-squares approach is foredla PE-PE link traffic.

Traffic from PE to CE - Daily Trends
T T
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PRI pRR— tighter (assuming we are writing the equation for the PE-PE
on PE-PE paths fromPE1 is link (k, l))
solely due to C12 and C11
@ min{N(PEkl), Z Nmﬂ(sl)} = Z N(Si,dj)-i-vg
\ {(.5)€S} {(.j)€s}
R | B (4)

.- (Cs) We now are in a position to solve the traffic matrix problem

- for each VPN separately. The introduction of a loose bound
instead of the the actual traffic due to the VPN on the PE-
PE link will introduce inaccuracies in the estimated matrix
In the succeeding section we show that these inaccuracies
are tolerable for purposes of a structural study of VPNs and
provisioning decisions.

Customer 2 Endpoints don’t
Communicate with Customer 1 V. VALIDATION OF ESTIMATION TECHNIQUE

To verify the accuracy of the traffic matrix estimates, we
Fig. 6. Schematic indicating the structural aspects of VPiNg tead to could measure the actual traffic matrix and examine errors.
additional equations in the Traffic Matrix estimation prahle Due to the hundreds of customers and each with tens or
hundreds of endpoints, the task of building a reliable mesasu
ment architecture is formidable (hence the aggregate eafur
Fig. 6 depicts the constraints we arrive at, by exploitinGNMP data).
the strucutre of VPNs. We consider the set of all CEs in the One option for validating the traffic matrix estimates is to
VPN that can possibly transmit along a given PE-PE link. Fgenerate synthetic data and feed it as input. The program
example, in Figure 6 for the PE1-to-PE3 linky; and Cs2 generating the aggregate link traffic counts starts with a
are the only endpoints of Customer 2 that offer traffic. Theynthetic traffic matrix for the VPN. Then we have the real
total output from those CEs provides a loose upper bound traffic matrix for purposes of evaluating the performance of

the contribution of that VPN to the PE-PE traffic. the estimation technique.
Thus, for every PE-PE link which is used by the VPN, we A disadvantage of this approach is that real measurement
introduce an additional equation as follows: data can be very different from generated data. Due to the
variety of possible errors in the process of collecting infa-
T, = Z N(si,d;) + v tion, it is very hard to capture the nature of measuremersenoi
{G,5)es} We supplement the synthetic validation with indirect cleeck

hresults with SNMP data to affirm that the estimation techaiqu

where S is a set of CE pairs belonging to this VPN whic Hoes indeed yield reliable estimates.

could possibly transmit on the PE-PE linkand v; is a
dummy variable indicative of the contribution of all the eth
VPNs to the observed PE-PE traffig. We can substitutd; A. Synthetic Validation

by > (i j)esy N (si) as a loose upper bound as discussed e examine the performance of the estimation technique by
above. For the example in Figure 6, this would indicate thgeding input data derived from synthetic traffic matricEse
sum of N°*(Cyz;) and N (Cyz). Now, we have: input data involves aggregate byte counts of the links tsaa
ou by the VPN. To validate the estimation technique, we examine
Z N7"(si) = Z N(si,dj) + v () the error in the estimated traffic matrix compared to thealctu
{(t.o)es} {(B.5)es} We are interested in examining whether we can reliably
This equation focuses on the traffic related to a particuNy deduce certain VPN structural and temporal charactesistic
The summation inN (s;,d;) signifies the traffic exchangeddespite the Ia_ck of per-VPN informgti_on for all links in_ve_ld.
betweens; andd; (on a given PE-PE path i), whereas the Our strategy is as follows. Recognizing that the traffic imatr
left hand side includes all traffic generated y(on all PE-PE is induced by the underlying structure in the VPN, we begin
paths). Hence, is a dummy variable that indicates the fractio®y assuming a structure of the VPN and generate synthetic
of traffic from sources{i : Vk (i, k) € S} that does not go to input data. E.g., in the following paragraphs we begin with
destinations{j : Vk (k, j) € S} (i.e., it is the contribution of the Hub/Spoke structure to generate synthetic inputs. df th
s; of the VPN on all the other PE-PE paths.) Here, we hagstimated traffic between the hub and spokes agree with the
only used the CE-PE traffic information and not the PE-P&ctual and if the hubs are correctly identified, we conclude
information. Observe that the LHS of Equation (3) is the suffiat the technique can be relied upon for inferences reggrdi
of the contributions of all CEs of the VPN attached to thislub/Spoke VPNs.
PE. Thus this traffic is intended toward CEs attached to manyAs it will be clear in the later sections, the Hub/Spoke
other PEs and it is possible that this is greater than the Fgttucture is the most commonly occuring among VPNs. We
PE observed traffic. Thus we can incorporate an additiorfdlaracterize such VPNs with the following parameters:
piece of information in the PE-PE traffic to make the LHS 1) Size of the VPN
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Fig. 7.
VPNs

CDF of the spread of spoke sizes from SNMP data for Sipbke

2) Number of Hubs

then sum them up to obtain the data for the hub node.

In the results presented here, we use a mean of 1 MB for
the aggregate bytes transmitted and received at each CIs that
a spoke. We set the standard deviation for spoke traffic using
the CDF obtained from the SNMP data. The specific value
of the mean has no impact on the results. To summarize the
procedure:

1) Set mearu and standard deviation for spoke traffic
2) Generate a Gaussian random numbger~ (u, o) for
each spoke

4) R gives the traffic attributed to the hub
In order to implement the maximum cluster size, we use
a uniform random variable as follows. Given a maximum
number of CEsn that can be assigned to tiit, we generate
an integer random number ifi,m) for each PE. The CEs

3) Variation in the size of Spokes - the amount of traffiére assigned to the PEs sequentially till all CEs have been
exchanged between a spoke and a hub determines @sgigned. We summarize the procedure below:

size of that spoke.

1) Set max number of CEs of a VPN per PEmassize of

4) Maximum number of CEs of a VPN homed on the same
PE (“cluster size”"). 2)
We vary these parameters over a range of values thaB)
are found to be relevant to the typical VPN as seen in the
measurement data. Thus we examine VPNs of sizes 10 and)
15 which cover about 80% (see Fig. 4) of the sizes found in the5)
data. We examine results for one and two hub VPNs exploiting6)
an observation presented in a later section on classificatio
of VPNs that 95% of the multi-hub VPNs feature 2 hubs

VPN assz

Seti 1,7« 1
Generate an
Uniform(1,m)
Setr — min(i +r —1,s2)
AssignCE;,CE;,...CE, to PE;, seti «—r+1
If i < sz, setj«— j+1andgoto3

integer random number ~

Effect of increased clustering of CEs on accuracy

(Fig. 13). With reference to Hub/Spoke VPNs, increased
variation in the traffic volumes observed from a spoke can
make it harder for the estimation technique to identify the
hub. Fig. 7 shows the CDF obtained from the SNMP data by
computing the deviation in the traffic volume across spokes
for all Hub/Spoke VPNs (the methodology for classification
of VPNs is discussed in the succeeding section). The dewiati
has been normalized by the mean. We use mean to standar
deviation ratios of 1, 1.5 and 2 to examine the effect of gprea
of spoke sizes on accuracy. A ratio of 2 covers about 85% of
the observed deviations.

The other parameter which we incorporate is the number of 05 1 15~ 2 ~ 25 5 a5 - 4  as
CEs of a VPN per PE. For a given VPN, higher ttiestering Max # CEs of & VPN on any given PE
of CEson a PE, lower the number of equations at our dismsa@. 8. Error in estimated traffic matrix increases with insesh clustering
for the same number of variables. Thus it is important @ a customer’s endpoints on a PE
see how accuracy is impacted with typical cluster sizessThu
the number of CEs of the same VPN that are clustered on2) Single Hub VPNsWe begin our evaluation by examin-
a given PE are varied from 1 to 4 to cover about 80% dfig the effect of the number of CEs of a given VPN incident
the cases seen in the measurement data (Fig. 14). Sinceonehe same PE (clustering). Recall that each link traversed
are interested in examining the reliability of traffic matri by the VPN gives us one equation relating the traffic matrix
estimates, the simulation experiments involve individdBNs variables. Higher clustering thus gives us fewer equations
that are synthetically generated. We do not attempt to sitaul for the same number of variables causing higher errors in
the interaction of multiple VPNs on PE-PE links and insteagistimation. Further, a given cluster size has greater itnpac
examine that case with observed SNMP data in later sections. estimates if the size of the VPN is smaller. We employ the

1) Methodology: The generation of a synthetic sampleatio of the estimated traffic matrix to the actual as a measur
involves generating numbers that represent aggregates bydéthe error - closer the value to one, better the estimaxéngri
transmitted and received at each CE and how they are shié spread of spoke sizes at 1, Fig. 8 indicates that while the
among various other CEs of the VPN. For a Hub/Spoke VP$andard deviation of the error increases for higher dlinge
we first generate the data observed for the spoke nodes #@&nd around 10% even at higher cluster sizes for the larger
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Variation in Hub<->Spoke Traffic Volume and Accuracy % VPNs with multiple hubs ~ 18%
% Multi-hub VPNs with 2 hubs| ~ 95%

e = Spoke Spread =10 % of 2 hub VPNs dual homed | ~ 40%
'“ % Spoke spread = 1.5 % of all VPNs analyzable ~57%
— | O Spoke spread =20
[ TABLE Il
25 ﬂ MuULTI-HUB VPNS AND DUAL HOMED HUBS

'
075 1 e 1 1 to the spoke nodes. In such cases, if the hubs are considered
- as one unit and traffic matrix variables defined accordingly,
these conclusions apply fully.
ol ‘ An analysis of the SNMP data shows that a majority of
* 1 M Max# CEs of VPN on any PE. e the Multi-hub/Spoke VPNs feature only two hubs (Fig. 13).
Further, among these two hub VPNs, 40% have both the
hubs homed on the same PE indicating that they are in the
same facility. Such dual homed hubs act as one unit with
Fraction of CEs with non-zero output bytes (CDF) spoke traffic being load balanced among them. In essence,
.8 the analysis in the previous section indicates that traffitrix
estimates will be accurate for these VPNs. Utilizing theuliss
of classification of VPNs (to be discussedsivill) we see that
about 57% of all VPNs can be accurately handled with the
proposed estimation techniques (Table II).
4) Multi-hub VPNs without dual-homed hub$he remain-
ing type of Multi-hub VPNs are those that have two or more
hubs where the hubs communicate with different subsets of
CEs in the VPN. Unlike two-hub VPNs with dual-homed hubs,
5 the hubs in these VPNs do not appear as a single entity to the
O o et 7 spokes. These hubs are possibly geographically spreasdut a
feature distinct sets of spokes communicating with them.
IFig- 1OH b/CDFkof \jgﬁtiorr: of CEs feggrinqtﬁon-zero ?utflgtdtwtomngfms We found that the estimation technique cannot provide
e PUbIspoke VPNS Have More CEs wih zere suPut 1SS ™A rejapie results in such VPNs. A typical example would be
where a subset of CEs transmits zero bytes to one hub and
all bytes to a second hub. Due to the absence of per-VPN
VPN. From the perspective of PE-PE bandwdith provisioningjformation on the PE-PE links, the estimation technique
even the errors at higher cluster sizes are tolerable. has no way of discovering whether a given CE has indeed
On the other hand, varying the spread of spoke sizes fsansmitted to another. The traffic matrix estimate for aegiv
the smaller VPN, shows that accuracy suffers with increas€dE pair is driven in part by their traffic volume and the
spread (Fig. 9). This is due to the fact that in a smaller VPRguations for aggregate link counts. Hence, the estimation
increased variation in spoke sizes can translate to sormteeof procedure gives a non-zero estimate so long as the traffic
spokes being comparable to the hub. Larger VPNs are I¢sdumes from the CEs are non-zero. In the Hub/Spoke case,
susceptible to such variations in spoke sizes. Fig. 11 gosfirthis does not drastically affect the errors since the sizthef
this observation by depicting the effect of variation in lepo hub is very large relative to spokes.
sizes with increase in VPN size. 5) Validation for Large VPNs:We have examined results
Thus the synthetic validation points to the following obsefor hub/spoke VPNs, which are the typical cases reflected in
vations: (a) the estimates are reliable for Hub/Spoke VPR measurement data. We have not performed the validation
over a significant range of parameter values covering a niar larger VPN sizes here (which are the top 20% in the
jority of such VPNs; (b) with smaller VPN size, the spreadneasurement data) although we have employed the technique
of spoke sizes and cluster size can impact the accuracyfaf all VPNs in the succeeding sections dealing with SNMP
the estimates; (c) estimates for larger Hub/Spoke VPNs atata. There are some aspects of the traffic that aid in solving
resilient to variations in cluster size and spread in spdkess for large VPNs. We find that not all CEs communicate in a
and hence are better. given measurement interval. The result is that the number of
We elaborate on hub identification §v-A.6 and §VII. variables to be solved for reduces to a large extent (siree th
3) Two-hub VPNs with dual-homed hubk general the are known to be zero).
evaluation with synthetic data indicates that, with caesis  Fig. 10 shows the CDF of fraction of CEs that featured
input, the accuracy of the techniques is very good in the casen-zero output bytes in the SNMP data for small, medium
of Hub/Spoke VPNs. These conclusions also apply in a limiteshd large VPNs (lower, middle and higher 33%-ile). The
sense to multi-hub VPNs where the multiple hubs act as ofigure shows that in small and medium sized VPNs, 90%
unit with a load-balancing entity presenting a single if#ee or more of the CEs feature non-zero traffic with probability

Ratio of Estimated/Actual Traffic Matrix

.

Fig. 9. Effect of cluster size with varying spread in spokeesifor VPN of
size 10. Smaller VPNs are affected more by increase in spresgoke size
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Fig. 11. Size of the VPNs and clustering of CEs are more inflabntr.t
the accuracy of the TM estimates.

% VPNs where node
VPN type with max peers had:
Max CIR | Max PIR
Pure Hub/Spoke 72.2 66.1
Dual Hub/Spoke 77.4 77.4
Hybrid 49.5 42.3
TABLE Il

RELATION BETWEEN CIR AND NUMBER OF PEERS

=094
i

Fig. 13.

2)

0.75. For larger VPNs, we see approximately 80% of the CEs

transmitting some data with probability75. This means that

with larger VPNSs, there are more CEs that transmit no data
in a given interval, leading to simplification in system to be

solved.

Coupling this with observations ifV-A.2 which showed
that estimates for larger Hub/Spoke VPNs are resilient
spread in spokes and a range of cluster sizes, we see

to
that

traffic matrices can be expected to be more accurate in larger

Hub/Spoke VPNs.
6) Significance of observations:

1) Clustering: While provisioning a VPN, the provider

usually attempts to reduce clustering of CEs onto a PE
so as to reduce the risk of outage for the customer.

Comparison of traffic entering and leaving hubs
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This bodes well for measurement techniques that have to
work with limited information as indicated by the results
in the previous sections.

Identifying a hub: Since the size of the hub is very
large compared to the spokes in a Hub/Spoke VPN, a
thresholding criterion can be reliably used to identify
the hub. Given the traffic matrix estimates for a CE
toward all other CEs, we can form a set of its peers by
pruning all CEs toward which estimates are comparable
to errors in the technique. The node with almost all
CEs as peers would be the hub. Such a thresholding
technique is preferable over an alternative that considers
the Committed or Peak Information Rates (CIR/PIR), or
just the total traffic volume for the CE. This is supported
by the following measurement-based observations:

« An examination of CEs that feature the maximum
CIR or PIR value (Table IIl) indicates that there
is a significant fraction that are not nodes with the
most peers (approximately 28% in the case of pure
Hub/Spoke VPNS).

« Traffic volume entering or leaving the nodes that
are hubs is not symmetric. Hence it is not possible
to rely on either or both these measures to judge
whether a CE is a hub. This is indicated in Fig. 12
which shows that roughly 80% of the Hub/Spoke
VPNs feature hubs where the number of bytes
entering the hub differs from the number of bytes
leaving the hub by more than 10%.

Multi-hub and other VPNsClearly more data is needed
to reliably analyze multi-hub VPNs and other complex
structures. With the current data, one could obtain the
traffic matrix and use it only to obtain an approximate
set of hubs.

VI. VALIDATION WITH SNMP DATA

We now examine SNMP data to complement the synthetic
validation in the previous section. We obtain traffic matrix
estimates and aggregate them on a per-link basis to compare
Fig. 12. CDF of75t"%ile ratio of traffic entering a hub to the traffic leaving@gainst SNMP measurements. We begin with a set of sanity
checks on the data set.
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A. Cleaning the dataset
Comparison of Estimated PE—-PE traffic and Observe: d SNMP data

Given the large-scale nature of the data that is being [ ‘
handled, it is natural to expect errors and inconsistenpidse :
collection process. It is very important to remove samphes t
are a manifestation of such errors so that we can understand '}
the performance of our algorithms clearly. In order to clésn
dataset, we take recourse to certain properties a valicetata
must satisfy:

1) Noting that CEs in a VPN receive traffic only from other
CEs in the same VPN, we observe that whatever data
any CE receives must come from a member of the VPN.
Thus, the total bytes received by the CEs should be less “r—————~——
than or equal to the total bytes transmitted by the CEs,
in the same VPN. Fig. 16. Estimated traffic vs Observed traffic for a PE-PE lirikhviower

2) For any given PE, the total bytes transmitted into tHEAffic volume
network should be less than or equal to the total bytes

offered by all the CEs (of various VPNs) attached t . s . .
the PE. This is considering the fact that a PE does n% ta on the other hand does not provide per-VPN information,

generate data I.e., we do not know the actual traffic matrix for the VPNs

. . eing analyzed. From the results§df we know that estimates
3) Forany given PE, the total bytes transmitted toward C Ye reliable for a large fraction of Hub/Spoke VPNs. We first

f"t‘ttaCh?d éof It shtc;]uld bte Ieis than or equal to the bytgiamine indirect means of confirming this conclusion. This
! re_celve rom e. NELWOrK. . involves looking at the SNMP measurement of CE-PE link
In reality a large fraction of the dataset does not strictly, nts and comparing it with the estimates. We then compare
conform to all these rules. We had to relax the rules so thal ghserved PE-PE link counts with traffic matrix estimates
we have a good number of samples to work with, while S“u/ith bandwidth provisioning in mind.
being cqnfident that the samples are meaningful_. The syrateg 1) CE-PE link data:Fig. 15 examines the CE-PE aggregate
we use is to allow a range of error - 10% error is considergliic The traffic matrix estimate provides us with values\

tolerable here. _ _ variablesN (s;, d;). Thus for a givens; if we sum the variables
Additionally, each VPN is a geographically spread OUN(S» d

. : ) ;) for all d;, it should give the CE-PE link count far.
entity. This means that measurements are usually not ti

! ’ Ve compute traffic matrices for each hour of the day across
synchronized and are sometimes absent due to problems wiga days and plot the sum of ths" percentile values of

poliing and dropped packets. Some error cases are handied rojevantv (s;, d;) values for a small and large VPN. The
by the measurement modules and are indicated in the dajgyq show that the mean plus four times the standard dewiati
Such samples are discarded and the rest of the samples g ghserved SNMP measurements agrees closely with the
subject to these tests. Depending on the objectives of an percentile values obtained from the estimates. This means
analytical exercise, the threshold for error tolerance ban that the results of estimation are accurate in the aggregate

PE-PE Traffic (Bytes)

I I I I I
11 12 13 20 21 22 1
Hour of Day

set to a different value. we would expect given the way the optimization formulation
o _ was built.
B. Validation with SNMP data 2) PE-PE link traffic: We now compare the traffic on PE-

In §V we could test the accuracy of traffic matrix estimateBE links based on the estimated matrices to measured SNMP
by comparing them with the actual synthetic traffic matriatth data for the traffic on these links. As noted previously, the
was used to generate the test input. The SNMP measurenm@Bt to CE path consists of a core network segment where
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i is within 50% of the SNMP observed traffic and most

~ T of the cases it is either close to the SNMP quantity or
greater.

« Significant under-estimation happens in around 25% of
links considered and these cases were traced to three
problems in the data for VPNs traversing those links: (a)
the PE-CE and CE-PE SNMP data was zero even when
the PE-PE data seemed to be significant; (b) there were
more bytes transmitted from the PEs to the CEs than what
was received by the PE (measurement inconsistency); (c)

A S U S (N U SR S SN SR the total bytes received by CEs was greater than the total

PR Thebey R ® bytes transmitted, i.e., there were external sources not

Fig. 17. Estimated traffic vs Observed traffic for a PE-PE lirkhvhigher a<_:co_u_nted for in th? SN_MP data. .

traffic features better accuracy; estimates mimic the shapeoatet of the « Significant over-estimation occurs when the traffic vol-

actual traffic in all cases ume on the link being considered is “small”. By “small”

we mean it is comparable to errors in SNMP data. E.g.,

: : : in cases where the difference in the number of bytes input

£ v e 1 to a PE and the number of bytes leaving it is 10MB and
the PE-PE traffic volume was also about 10MB.

PE-PE Traffic (Bytes)

Ratio of Entropy Estimate to SNMP Data
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@

»
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The validation considered here is not complete since we
do not have actual per-VPN traffic data. Due to the scale of
the exercise it is unlikely that such data will be availabie i
the near future. In addition, owing to the mission criticaa
private nature of VPN traffic, there are a lot of administrati
hurdles to obtaining access to such traffic. Thus, we need to
examine traffic matrix estimates in the current framewor#t an
evolve guidelines to guage the reliability of the estimates
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Fig. 18. The error decreases when we look at links with lavgéume
C. Reliability of Traffic Matrix Estimates

- . ) Estimation techniques such as those described here deal
it is shared among multiple VPNs. By summing al(si,d;) \ith aggregate byte counts and some additional side infor-
Va”ab'e_s ofa VPN t_hat traverse a given PE'I_DE link, we Ol?t ation to arrive at the components that led to that aggregate
the estimated contribution of a VPN to a given PE-PE linky 1o ¢ount. Even if the SNMP counts match the estimates, it
We then consider all VPNs that share this link and repeat the, ¢ hecessary that the individual VPN matrices are carrec
same procedure. Summing across all such results across VElg e employed multiple strategies to gain confidence in our
we obtain the estimated PE-PE traffic and examine it W'v@chnique, viz., validation with synthetically generateiata

reference to SNMP data. Fig. 16 depicts a PE-PE link witky, § indirect measures involving CE-PE and PE-PE SNMP
lower traffic volumes. The accuracy of PE-PE traffic estirsat%ata

reduces for links with lesser traffic. The errors are mankedl
lesser for links with higher traffic as depicted in Fig. 17isTis

due to the fact that, the errors in SNMP measurement beco
comparable to traffic volume of smaller links. However, bot
the graphs show that the estimated numbers follow the sa

pattern of variation as the measured numbers in time ovela.  Now (@) and (c) are part of the constraints in the
complete day.

. . I(I)ﬁotimization formulation. So any solution that has the ity
_ Reasonable accuracy in estimating the aggregate PE{REt the variables sum to the observed access link aggregate
links has implications for bandwidth provisioning taskgpT

. ) R may be acceptable. Now, consider the case when the PE-PE
ically, core capacity provisioning involves a factor of &8 jin. counts match reasonably. If there are a number of CEs

and estimates to drive such a task need not be exact. A fac&pra given VPN attached to a PE, we might still have errors

of 2 error in the estimate is usually considered toIerabIEth estimation - we could assign m(’)re bytes to a particular CE

this goal in mind, we repeat the PE-PE validation proceduse,y iy satisfy all constraints of the optimization. Béttie

with arpund 700 links and obtain Fig. 18. This figure mdusatqmmber of CEs on a PE is small, then since all the segments
the ratio of the TM estimate to the observed PE-PE SNME 0 transit route match with measurement, we must have a
traffic for various link volumes. We note the following fromgood estimate. Thus we evolve a set of guidelines to gauge
this graph: the reliability of the estimates exploiting the observasiof

« For a large number of links, the estimated PE-PE trafftbe previous sections.

Observe that so long as most of the VPNs being analyzed

exchange the bulk of their traffic on PE-PE links, the estanat

& reliable if per-customer clustering of CEs is low. TlEs i

ecause, the traffic passes three segments: (a) the CE4E lin
the PE-PE link and (c) the PE-CE link on the destination
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Fig. 19. Structural classification of all VPNs Fig. 20. Structural classification of big VPNs

Meshed

1) If the number of CEs of a VPN homed on the same PE 1%
is low and the VPN is of Hub/Spoke type, the traffic
matrix estimates are reliable.

2) Given consistent measurement data, PE-PE aggregate Muti-hub
traffic can be estimated with reasonable accuracy for o
provisioning purposes. /ool

In the current dataset, we have found the number of CEs of 0%
a given VPN per PE to be low and that a lot of VPNs are of
a hub/spoke nature. Hence we are in a position to study the
structural characteristics and temporal characteristidhese Fig. 21. Structural classification of small VPNs
VPNSs.

5) After classifying all CEs, we examine the VPN. If the
VPN has exactly one hub and all other endpoints are
Based on the way VPN endpoints communicate with each  spokes, we classify it as a pure hub/spoke VPN.

other (using the derived traffic matrices), three broad cat-6) If it has more than one hub but the number of hubs is

egories for the VPN structure can be deduced: (a) Pure less than 50% of the size of the VPN, we judge the VPN

Hub/Spoke, (b) Multi-Hub/Spoke, and (c) Hybrid VPNs. As to be of the Multi Hub/Spoke nature.

the name suggests, a pure Hub/Spoke VPN features “spoke7) If more than 50% of the nodes in the VPN are hubs, we

nodes that communicate with just one node called the “hub”.  say the VPN is of the meshed kind.

With Multi-hub/Spoke VPNs, there are two or more hubs With‘ii;. 19 depicts the analysis of around 600 VPNs in the dataset
which all the CEs communicate. VPNs that cannot be groupgfle classification indicates that a significant number of the

into either of these categories are termed Hybrid VPNS.  ypNs are of the Hub/Spoke nature. Frequently, the VPNs have
To |dent|fy the structure of a VPN, we obtain the set of pee@ or 3 hubs for redundancy and load ba|ancing_

for each CE by examining the estimated traffic toward all othe The classification indicates that with larger VPNs ( upper
CEs in the VPN. Note that the estimation procedure providgso.jle - Fig. 20), the structure becomes very complex and
non-zero estimates so long as the input and output bytes gh@re are more of these classified as hybrid. Across various
given CE pair are non-zero. Hence even though a pair of CEses of \VPNs, there is a significant fraction that is of the
do not communicate with each other in reality, the estimajgp/spoke nature (either Pure or Multi Hub/Spoke). This has
might attribute a non-zero value to the pair. Fortunatéig, timplications for provisioning and traffic engineering as we
fact that hub traffic is far greater than that of spokes causg$y|| note ingVIll-A. Small VPNs (lower 33%-ile - Fig. 21)
these spurious estimates to be small in the case of HUb/Spgiq to exhibit simple structures like pure hub/spoke. As an
VPNs. Hence we build an approximate set of peers for gkample, we look at the communication structure of a small
CE after pruning lower values which are more likely to bgyeshed VPN. Fig. 22 shows the traffic from three endpoints
estimation errors. in a VPN of size 4 illustrating a mesh type of communication
Thus, given traffic matrix estimates for a VPN, we emplogmong the endpoints. Each plot depicts the traffic from argive
the following procedure to identify its structure: endpoint to other members of the VPN. The plots have been
1) Obtain the set of peer CEs for every CE after eliminatingenerated using traffic matrix estimates over many dayscéien
zero values and pruning the bottom 25% in terms dfiere are notched boxes that denote the range of values for
estimated traffic volume. traffic observed toward a given endpoint. The notched box
2) If a CE communicates with more than 50% of thesually features three horizontal lines indicating the 28,
endpoints in the VPN it is judged to be a hub node. and 75 percentile values. VPN C shown in Fig. 23(a) exhibits
3) If a CE has 1 or 2 peers, it is classified as a spoke. a hub/spoke structure. Fig. 23(a) features traffic flowirogrfr
4) If a CE is in neither of the above categories the VPN & “spoke” to endpoint 4, which we characterize as a hub. The
classified as hybrid. hub node on the other hand communicates with most other

VI1l. SPATIAL STRUCTURE FORCLASSIFICATION
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Fig. 22. Small VPNs have simple structure. The one depictesteabas 3 Endpoint 1B

of the 4 nodes in the VPN forming a mesh (b)
Fig. 23. Hub/Spoke-like behavior can be seen with some entpoi VPNs
such as above

endpoints as shown by Fig. 23(b). Often VPNs cannot be

categorized in either of these categories. VPN B featured §NMP data collected between 6am and 10am are counted for

Fig. 24 shov_vs a given endpoint com_munlca_tlng with _mar%orning traffic, the data from 11am and 2pm is considered as
other endpoints with orders of magnitude difference in tfw

traffi I oon and the duration between 8pm-12 midnight is considered
rafiic volumes. - . s night. Each point in these graphs is the median of the
Such structural characteristics are very important to efﬁ-

entl - work Instead of ot umber of bytes seen in those hours, computed using a set
ciently provision network resources. Instéad of a mesivor ;¢ weekdays. The error bars (the vertical lines) indicae th
reservations for &V node VPN, we could tailor allocations

th th i th i
depending on the structure of the VPN resulting in a Simp'\'%;uea?g :257l50wpce(;fne;atllrl:dv?(l)u?séVYnheedr:afrr? thepeerriﬁptg?dr is
fication in provisioning. truncated and this is indicated by a downward arrow.

The trend (the proportion of traffic to a given endpoint
VIIl. T EMPORAL STRUCTURE AND PROVISIONING relative to the others) show a similar shape although there

For a new VPN there is not much information regarding difference in magnitude indicating that time of day is a
traffic characteristics and hence provisioning has to becpp distinguishing factor. With this observation, we now caiesi
imate and conservative. In order to ensure SLAs, the provideaffic matrix changes over longer timescales. In Fig. 26 we
needs to learn customer demands and how they change @amine traffic trends across multiple weeks for a given
time. In the case of new VPN customers, the initial conservendpoint. Each curve shows the median traffic toward an
tive resource allocation can be fine-tuned over time by legrn endpoint with the error bars indicating the percentilestawe.
customer characteristics so that the provisioning begtéeats Barring one point, the trend for morning traffic across weeks
actual demands. Faster changes in traffic characteristigly i is strikingly similar. This means that the trends changevisio
that provisioning needs to be more responsive. Links map that intelligent provisioning schemes have enough time t
need to be resized to accommodate existing customers. l@arn the traffic characteristics and act accordingly.
the other hand, slower changes in traffic would allow the Extending the analysis over serveral months gives us some
provider to exploit multiplexing gains and increase the hem more insight. Fig. 27(a) and Fig. 27(b) depict trends foffita
of customers served. Thus we are interested in studying fihem a given endpoint in two VPNs of different sizes toward
changes in traffic matrices over time to judge whether cormpléhe rest of the endpoints. While trends in one of the VPNs
dynamic provisioning strategies can yield appreciablegai are stable over time in both shape and magnitude, the second

Fig. 25 demonstrates the traffic matrix for an endpoint in glot shows magnitude variations over weeks with the later
Hub/Spoke VPN for various times of the day. In this figureyeeks featuring higher traffic. In such cases where either
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Fig. 24. A larger VPN exhibiting complex interactions betweearious
endpoints. There are orders of magnitude difference in theuatnaf traffic
toward different CEs

Intra-day traffic trends
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Fig. 25. An Endpoint communicating with multiple peers; traffroportions
to other endpoints are very similar for different times of dalghough the
magnitude varies.
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Fig. 26. Traffic trend from an endpoint to others in a VPN rermaimilar
across multiple days.

a per-customer aggregate basis: we can re-map traffic for
a given customer on to a new logical path and have an
estimate of the added load and available capacity. Without
this information, traffic engineering would have to handle
PE-PE aggregates as a whole.

Bandwidth Allocation: Exploiting spatial characteristics
can lead to simplified provisioning and efficient resource
allocation, especially in the case of endpoints which
communicate with just one or two other peers. Addition
of new endpoints in the VPN and growth in customer
demand over time are better handled by learning traffic
characteristics.

Customer Differentiation: Since the traffic matrices
provide an estimate of the size of the customer aggregate
in the core network, the provider can choose to provide
preferential treatment to a selected set of customers
more efficiently. For the chosen set of customers, the
provider keeps track of the aggregate demands using
traffic matrices and makes allocations appropriately. The
temporal characteristics of the traffic matrix indicatettha
the aggregate characteristics vary slowly and can be
learnt.

Managing network failures: The additional knowledge

of customer traffic can lead to elegant management of
network failure and maintainance events. E.g., the aggre-
gates leading to a hub node can be mapped on to a new
path which has more available capacity.

IX. SUMMARY AND CONCLUSIONS

VPN traffic grows over time or VPNs add new endpoints over This paper analyzed two important properties of VPNs: (a)
the structure of customer endpoint (CE) interactions and (b
also means that even if initial provisioning is consenativthe temporal characteristics of CE-CE traffic. Understagdi
growth in VPN traffic might render it insufficient if adaptiveactual customer behavior for large scale VPNs can help in
many ways including dealing with traffic engineering, band-
width allocation, moving a service to a different infrastiure,
and other provisioning and maintenance operations.
We began with SNMP measurement information for 5
The discussion in the previous paragraphs lead us to #@nths from a large IP VPN service provider featuring about
6000 logical links. The VPNs had customer end points ranging
« Traffic Engineering: The traffic matrices provide us anfrom a few tens to several hundreds. With such a realistigela
estimate of the size of the customer aggregate in the c@male service, there are significant barriers to obtainieg d
network. This allows us to conduct traffic engineering otailed, per-customer measurement information. Consetyen

time, learning traffic matrices is very useful. Additioyathis

mechanisms are not in place.

A. Impact on Provisioning

following important observations:
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there is only coarse grained aggregate SNMP data of traffisstomer VPNs. We identified three broad categories of VPNSs:
on the internal PE-PE links of the service. To get structurplire hub/spoke, multi-hub/spoke and hybrid VPNs. Overall,
and temporal information about individual VPNs, we needezpproximately 48% of the VPNs are of the hub/spoke category.
to evolve previous traffic matrix estimation approaches ®ut for small VPNs (the bottom 33% of the VPNSs), hub/spoke
overcome the problems posed by the scale of our problaf®Ns dominate (70%). Of the multi-hub VPNs (18% of
(the matrix for the entire problem is in the range of nearly 8ll VPNSs), interestingly 95% are 2-hub VPNs. A significant
Million elements.) Based on the characteristics of VPNfizaf portion of the big VPNs (top 33% of VPNs) are Hybrid VPNs
we developed bounds on the traffic generated by a VPN @hat are neither hub/spoke nor meshed VPNS). The pereaentag
an individual PE-PE link, and used these in our technique ¢d pure “meshed” communication where any node talks to any
estimate the traffic matrices. other node is relatively small (at 3%).

An examination of the temporal properties of traffic matsice
showed that they are quite stable over the period of a day, and
even across days over a period of weeks. Thus, we can use this
measurement data to get an idea of the "stable” VPN structure
for each customer VPN, and thus, have a reasonable estimate
;4 of the demand of each VPN customer endpoint on access and
4 core links. We believe that this paper is unique in providing
an understanding of VPN characteristics from an operationa
large scale VPN service.
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