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Abstract

Mobile IP protocolprovidesa scalableindirectionmecha-
nismallowing themobilehoststo maintainnetworklayer
connectivityacross mobility. This leads to ' triangle' or
'indir ect' routing towards the mobilehost. To ameliorate
this routinginef�ciency, RouteOptimizationhasbeenpro-
posed. Oneof the openissuesin Mobile IP RouteOpti-
mizationis theauthenticationof 'Binding Update'message
at the correspondentnode. This paperproposesa robust,
scalable and ef�cient distributed authenticationmecha-
nismfor the'Binding Update'message in Mobile IP Route
Optimization.Themechanismdoesnot require precon�g-
uration of a shared secret key betweenthe HomeAgent
and the correspondentnodeand is still strong enoughto
achieveits goal. Theproposedmechanismonly affectsthe
Mobile IP routing protocol and the mobility aware corre-
spondentnodes,and henceis easily incorporatedin both
MoIP v4andMoIP v6.

1. Intr oduction

Efforts to supportmobility for hostsover the current
Internet infrastructurestartedwith the emergenceof in-
creasingnumberof wirelessdevices and ef�cient wire-
lessLAN technologies.Themobilehostscouldphysically
move acrossnetworksbut would like to preserve their on-
going TCP connectionsand other applications. Internet-
working protocolsusedin the Internet(viz. IP) do not in-
herentlysupporthostmovement,thusforcingmobilehosts
to changetheirconnectionidenti�er (viz. IP address)when
connectingto theInternetthroughadifferentnetwork, ren-
deringhostmovementtime consumingandinef�cient.

To supportmobility (withoutMobile IP), eitherthemo-
bile hostmustchangeits IP addresswheneverit changesits
point of attachment,or host-speci�croutesmustbepropa-
gatedthroughouttheInternet.Theformer leadsto broken
higher layer connectionsduring mobility, while the latter
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doesnot scalewith large numberof mobile nodesin the
Internet.

Originally an IP Addresswas intendedto be associ-
atedto a network attachmentpoint sinceit was assigned
to aninterface(andnot to a host).With theintroductionof
mobiledeviceswith wirelessinterfacescapableof moving
acrossnetworks, the IP addressof thoseinterfaceswould
essentiallychange,sincethenetwork attachmentpoint has
changed.Thispotentiallycausesdisruptionof applications
onthehostleadingto temporarylossof connectivity for the
host.AssociatinganIP addressto thehostitself, addresses
to resolvetheissue.But this requiressomekind of anindi-
rectionmechanismsincetheexistingroutinginfrastructure
doesnot inherentlysupportthis functionality.

Mobile IPprotocol[6] de�nessuchanindirectionmech-
anismfor mobilehosts.It providesascalablemechanismto
enablehoststo changetheir point of attachmentto the In-
ternet,without changingtheir IP addresses,thusenabling
transparentrouting of IP datagramsto and from mobile
hostsin the Internet. Eachmobile host is always identi-
�ed by its homeIP address,regardlessof its currentpoint
of attachmentto theInternet.A HomeAgent is associated
to the mobile hostsin their homenetworks, which keeps
a binding for a mobile hostwhich is currentlyaway from
home,with its Care-Ofaddress, which is its currentpoint
of attachmentto the Internet. Without any changesto the
routing infrastructure,datagramsaddressedto the mobile
host get hierarchicallyroutedto the mobile host's home
network. Thesedatagramsare interceptedby the Home
Agent in the homenetwork and forwardedover a tunnel
to theCare-Ofaddress,which thendeliversthedatagrams
to themobilehost.Datagramsoriginatingfrom themobile
hostsareforwardedto theInternetby theCare-Ofaddress
itself. A Care-Ofaddressfunctionality may be provided
by a packet gateway called Foreign Agent in the service
provider'snetwork Ex. PDSN(PacketDataServingNode)
in CDMA 2000network. Or alternatively Care-Ofaddress
couldbea co-locatedaddressacquiredby themobilehost
temporarily. Generallya ForeignAgent is deployedin the
network to serveasCare-OfAddressfor thevisiting mobile
hosts.



Figure 1. Indirect routing in Mobile IP

Figure1 illustratestheroutingof datagramsto andfrom
a mobile hostaway from home,oncethe mobile hosthas
registeredwith its homeagent.

One of the advantagesof this approachis that it does
notmandateany changesto otherstationaryhostsor to the
backboneroutingalreadyin placein theInternet. In addi-
tion, routingis transparentto theapplicationsandtransport
protocols.Thedisadvantageis thatit introducesa subopti-
mal routetowardsthemobilehost,alsoreferedto asIndi-
rectRoutingor TriangleRouting.

RouteOptimization[7] addressesthis routing anomaly
by allowing thecorrespondentnodesto cachetheCare-Of
addressof the mobile host with which they are commu-
nicating. Oncethe cachehasbeenestablished,the corre-
spondentnodecan directly tunnel datagramsdestinedto
themobilehost,to its Care-Ofaddress.Thusthis location
cachingavoids indirect routing for future datagramsdes-
tinedto themobilehost. Routeoptimizationalsosuggests
improvementsduringmobilehost'shandoff acrossForeign
Agents.

Themajor issueinvolvedwith locationcachingin Mo-
bile IP Route Optimization is the authenticationof the
'Binding Update' messageat the correspondentnode. A
'Binding Update'messageneedsto beauthenticatedbefore
beingprocessed,to avoid any threatsto hijack theconnec-
tionetc.Thispaperproposesarobust,scalableandef�cient
distributedsolutionto theissue.

This paperis organizedas follows. In Section2, an
overview of theBasicMobile IP protocolis presented.In
Section3, theproposedRouteoptimizationenhancements,
its bene�ts andissuesarediscussed.In Section4, thedis-
tributed authenticationmechanismis discussedin detail,
followedby conclusionsin Section5.

2. Mobile IP ProtocolOverview

Thefollowing network layermobility schemes[2] have
beenincorporatedin theMobile IP protocol.

1. LocationRegistry allows for recordingmobile host's
currentlocationin its homenetwork. This avoidsany
requirementsfor changesto the basicrouting infras-
tructure and allows organizationsowning networks
to managemobility for all its mobile hostswith this
homenetwork, improving scalability.

2. Packet Tunnelingis usedto routepacketsdestinedto
themobilehost,to its currentlocation.Tunnelingpro-
videstheindirectionusinganencapsulationprotocol,
enablingforwardingof packets to the tunnel's other
endpoint transparentlyacrossthenetwork.

3. Caching andConsistency: Tunnelingsupportspacket
forwardingonly throughanagentonthemobilehost's
homenetwork. This resultsin indirect routing and
placesunnecessaryoverheadon the Internetand the
agentandalso increasespacket latency. Correspon-
dentnodesthathave beenmodi�ed to supportmobil-
ity shouldbeableto learnandcachethecurrentloca-
tion of the mobile hostwith which they arecommu-
nicating,andusethis locationto tunneltheir packets
directlyto themobilehost.Cacheinconsistency, when
themobilehostmoves,needsto behandledcarefully.

The basicMobile IP protocol [6] provides transparent
routingof packetsto a mobilehostandrequiresno modi-
�cations to existingroutinginfrastructureor correspondent
nodes.However, no supportis providedfor correspondent
nodesto be able to tunnel packetsdirectly to the mobile
host'scurrentlocation.

HomeAgent in themobile host's homenetwork main-
tainsa registryof mobilehost's currentlocation,identi�ed
as its Care-Of address. The associationbetweena mo-
bile host'shomeaddressandits currentCare-Ofaddressis
calledaMobility Binding. Whenevera mobilehostmoves,
it registersits new bindingwith thehomeagent.Someform
of tunnelingis usedbetweenthe homeagentandthe for-
eignagentto forwardpacketsdestinedto themobilehost.
A commonmechanismusedis IP in IP encapsulation.

Someof theessentialproceduresof theMobile IP pro-
tocol include:

1. Agent Discovery: Normally a mobile host attempts
to discover a foreignagentin thevisitednetwork us-
ing agentdiscoveryprotocol.Agentsperiodicallyad-
vertisetheir presenceby multicastinganagentadver-
tisementmessageon the network. The mobile host
mayalsomulticastanagentsolicitationmessageonto
its currentnetwork to askfor advertisement.Mobile
hostthenregisterswith theforeignagentandusesthe
agent's IP addressasits Care-Ofaddress.Themobile
hostalsodetectsmovementusing thesemechanisms
andreregistersappropriately.



2. Registration: Registration mechanismallows for a
mobile host to inform its homeagentof its current
location. Themobilehosttries to registerwith a for-
eignagentproviding its homeagent's IP address.The
foreign agentforwardsthe requestfor registrationto
the homeagent. Home agentreplies to the foreign
agent,who in turn forwardsthe reply to the mobile
host.Eachregistrationhasanassociatedlifetime dur-
ing whichthemobilemustreregisterto continueto re-
ceive service.This resultsin maintainingonly a soft-
stateat the foreign and homeagentsfor the mobile
hosts.A mobilehostderegisterswith thehomeagent
on returningbackto its homenetwork. Registration
mechanismsalsoallow themobilehostto discover its
homeaddress,if themobilehostisnotcon�guredwith
this information. It alsoallows for a mobile host to
discovertheaddressof its homeagent,usingaunique
NAI (Network AccessIdenti�er) [1] assignedto the
mobile host and con�gured at the AAA (Authenti-
cation, Authorizationand Accounting)server in the
homenetwork. This procedureis alsoreferredto as
thedynamicHomeAgentassignment.

3. Registration Authentication: All registrationswith a
mobilehost'shomeagentareauthenticatedusingase-
cretkey sharedbetweenthemobilehostandits home
agent. Replay protectionfor registration messages
maybeprovidedusingnoncesor timestamps[6].

2.1. ProtocolScalability

ThemobileIP protocolis agoodapproachtowardspro-
vidingseamlesstransparentmobility for mobilehostsin the
Internet.Theprotocolprovideshighly scalablesupportfor
packet routingto a largenumbersof mobilehosts.As new
networks areadded,eachdeploys its own homeagentto
supportits mobilehosts.Sincea foreignagentonly serves
themobilehostscurrentlyregisteredwith it, this approach
allowsthesefunctionsto scalewith thenumberof networks
thatallow visiting mobilehosts.Thecorrespondentnodes
maintainbindingcachesfor only a limited numberof mo-
bile hostswith which they arecommunicatingat any time.

Anotherapproachsuggestedto providehostmobility in
the Internetis basedon an End-to-Endarchitectureusing
dynamicDNS updatesto trackhostlocations[8]. It allows
the hoststo changeIP addressesacrossmobility andrec-
ommendsthat transportlayer protocolssuchas TCP, ne-
gotiatea changein endpointIP addresseswithout involv-
ing a third party. This requiresmodi�cations to transport
layer protocolsandapplicationsat all the endhosts. In a
foreign network, a mobile hostusesa locally obtainedIP
addressasits sourceaddress.Whena mobile hostmoves
acrossnetworks, it obtainsa new IP addressandsendsa

secureDNS updateto oneof thenameserversin its home
domainupdatingits currenthostname-to-addressmapping
at theserver. Othernodestrying to communicatewith the
mobile hostneedto performa DNS lookup to obtainthis
mapping. While a connectionis alreadyestablishedand
the hostmoves, the connectionis migratedwith the sup-
port of transportlayer mechanismsprovided. Issueshere
compriseof providing secureconnectionmigrationby the
useof token, timestampsand keys, and changesto TCP
statemachinesto enablethis.

This architectureallows end systemsto choosea mo-
bility modebestsuitedto their needs.Routingpathsare
ef�cient with no triangle routing as in Mobile IP, giving
betterperformance.However, this requiresa local address
pool at all the foreign agentsservingmobile hosts. Also
whentherearemultiple IP addressesbelongingto a host,
the DNS lookups for hostname-to-addressmappingmay
needto be modi�ed. In additionboth the communicating
peernodescannotmove simultaneouslysincethis scheme
doesnothaveananchorpoint likeMobile IP'shomeagent.
Finally, this schemerequiresthe existing hostsandappli-
cationsto changeto beableto talk to mobiledevices!

Interpretingend-to-endargumentin anotherway also
suggeststhatany changesto layer3like IP addresschange
or changein network point of attachment,shouldbetrans-
parentto thehigherlayersandapplications.Also predict-
ing fastandfrequentmovementsof mobilehostsin future,
maintaininga consistentIP addressseemsto be a better
optionthanmigratingconnectionstime andoveragain.

2.2. Protocol Issues

Two majorissueswith Mobile IP protocoldesignare:

� Ingress Address Filtering: To combat denial-of-
serviceattacks,ingress�lters aredeployedin thenet-
works. With this mechanism,a routerdoesnot for-
wardpacketswith asourceaddresswhichdoesnotbe-
longto thelocalnetwork. Dueto this,apacketsentby
themobile hostin a foreign network with the source
addresssetto mobilehost's homeIP addresswill not
beforwardedby theforeignagent.Thesolutionis to
useReverseTunneling[4] for all thepacketsoriginat-
ing from the mobilehost. The packetsoriginatingat
the mobile hostare �rst tunneledto the host's home
agent(usingthemobilehost's Care-Ofaddressasthe
sourceaddress),and then are forwardedto the des-
tination using the mobile host's homeIP addressas
thesourceaddress.Sincenormalpacket tunnelingis
usedto forwardpacketsin theoppositedirection,this
mechanismis calledreversetunneling.

� Triangle or IndirectRouting: All datagramsdestined
to a mobilehostareroutedthroughthatmobilehost's



homeagent,which tunnelseachdatagramto themo-
bile host's currentlocationor Care-Ofaddress.This
may result in routing pathssigni�cantly longer than
optimal. This indirect routing also causesoverhead
on thenetwork andon the homeagentandincreases
packet latency. Also if ingressaddress�ltering is en-
abled, theserouting anomaliesoccur in both direc-
tions, creatinga signi�cant bottleneckto scalability
andef�ciency.

3. Mobile IP Route Optimization : Issues

Routeoptimization[7] standsfor the ability of corre-
spondentnodesto cachethe locationof a mobilehostand
then tunnelpacketsdirectly to the mobile hostat its cur-
rent location. Theseimprovementshave beenproposedto
addressthe issueswith thebasicMobile IP protocol. The
coreideasarepresentedhere.

3.1. Location Caching

A mobility-awarecorrespondentnodemaintainsabind-
ingcachelisting thecurrentbindingsof oneor moremobile
hostswith which thenodeis communicating.Whensend-
ing a packet to the mobile host, the correspondentnode
may tunnel it directly to the Care-Ofaddressindicatedin
thecachedbindingof themobilehost. In theabsenceof a
bindingcacheentryat thecorrespondentnode,packetswill
beroutedto themobilehostvia its homenetwork, asear-
lier. Also asa sideeffectof this indirectrouting,thecorre-
spondentnodewill beinformedof themobilehost'scurrent
mobility binding,providing it with anopportunityto cache
thebinding. A correspondentnodecancreateor updatea
mobilehost'sbindingonly afterit hasreceivedandauthen-
ticatedthe binding. A binding cachecanbe managedus-
ing any localcachereplacementpolicy suchasLRU (Least
RecentlyUsed).Eachbindingwill haveanassociatedlife-
time to suggestits validity, resultingin only a soft-stateat
thecorrespondentnodes.

3.2. ForeignAgent Handoff

Whenthe mobile hostmovesandregisterswith a new
foreignagent,the basicMobile IP protocoldoesnot have
provisionsto notify the previous foreign agentaboutthis
movement. Any packets in �ight, that had alreadybeen
tunneledby the homeagentto the previous foreign agent
arelost. Furthermorethepreviousforeignagentdeletesthe
bindingof themobilehostonly after theexpirationof the
lifetime period.

With route optimization,the previous foreign agentis
reliably informed of the mobile host's movementand of
its new binding (Care-Ofaddress). A mobile host after

registeringwith a new foreign agent,noti�es its previous
foreignagentby sendinga binding updatemessage.This
allows packets in �ight, and datagramssentbasedon an
out-of-datecachedbinding at the correspondentnode,to
beforwardedto themobilehost'snew Care-Ofaddress.

3.3. Binding CacheUpdates

Whenthehomeagenttunnelsany packet to themobile
host, it alsosendsa binding updatemessageto the origi-
nal sender, informing it of mobile host's currentbinding.
Whena foreignagentreceivesa tunneledpacket for a mo-
bile hostfor whichheis notservingasthecurrentCare-Of
address,it sendsa binding warning messageto the origi-
nalsender, advisingit to sendabindingrequestmessageto
themobile host's homeagentto requestthemobilehost's
currentbinding asa binding update. All binding updates
includeanassociatedlifetime which indicatesthetime re-
mainingin the lifetime of the mobilehost's currentregis-
tration. Correspondentnodesmay performbinding cache
recon�rmationbeforetheexpiry of abindingcacheentry.

3.4. Binding UpdateAuthentication

All binding updatemessagesneedto be authenticated
beforebeingprocessed,to avoid any threatsto hijack the
connectionetc. Sincethe correspondentnodemay be ar-
bitrary, this requiresthat a homeagentshouldin general
beableto sendanauthenticatedbindingupdatemessageto
any othernodein theInternet.Thisform of generalauthen-
tication is currentlycomplicatedby the lack of a standard
authenticationmechanismin theInternettoday.

One possibility is to manually establisha sharedse-
cret key betweenthe homeagentand the correspondent
node[7], makingit similar to mobilehost's registrationau-
thentication.This is inef�cient becauseit requiresa corre-
spondentnodeto beawareof all themobilehostsit will be
communicatingwith, apriori.

Anotherapproachsuggestedin Mobile IPv6[5] is called
ReturnRoutability. Thebasicmechanisminvolvessending
two messagesfrom the correspondentnodeto the mobile
host,containingtwo differenttokens.Oneof themessages
is routedthroughthehomeagent,while theotheris directly
sentto theCare-Ofaddressof themobilehost.Themobile
hoston receiving thesetwo tokens,createsa binding key
andincludesit in the binding updatemessagesentto the
correspondentnode.

Noteherethatthebindingupdatemessageis beingsent
by themobilehostitself andnotby its homeagent.A much
secureandrobustprocedurewouldrequireamoredirectin-
volvementof thehomeagent.Also thesecurityguarantees
providedhereareweaker thanthe original IPv4. Also, to
avoid the possibility of time shifting attacks,the validity



Figure 2. Binding update authentication mechanism

of the tokensis kept limited. This resultsin shorterlife-
times of the resultingbinding cacheentriesat the corre-
spondentnodes,causingadditionaloverhead. Hencethe
ReturnRoutabilitymechanism,to checkif thereis a node
to reply, is not foolproof.

4. Distrib uted Authentication Mechanism

Theestablishmentof thecacherequiresanauthenticated
binding updatemessageto be deliveredat the correspon-
dentnode. This messagemaybegeneratedby themobile
host itself or by its HomeAgent, whenit receivesa mes-
sagefrom the correspondentnodeto be forwardedto the
mobilehost.Themessageneedsto beauthenticatedin or-
der to preventa maliciousbindingcacheentry from being
installedat thecorrespondentnode.Thenatureof theissue
is further complicatedby the fact that the correspondent
nodemaybearbitraryandcanpossiblybeany of thenodes
in theInternet.

This paperproposesa solutionapproachtowardstheis-
sueof authenticatingbindingupdatemessagesat thecorre-
spondentnodes.Theproposedmechanismis dynamicand
robust,andinvolvesthefollowing entities:themobilehost
(MH), the homeagent(HA) and the correspondentnode
(CN). Themechanismcomprisesof thefollowing � ve step
procedure:

1. HA, on tunnelinga packetdestinedto MH awayfrom
home,or onreceiving abindingrequestmessagefrom
CN, triggerstheprocedure.HA sendsa bindingorig-
inatemessageto CN, andincludestheidentityof MH
anda randomgeneratedkey `N1'.

2. CN on receiving thebindingoriginatemessagefrom
HA, generatesa randomkey `N2' andsendsa bind-
ing originatemessageto MH, andincludes`N1' and
`N2'.

3. MH on receiving thebindingoriginatemessagefrom
CN, sendsa binding originate messageto HA, and
includestheidentity of CN, `N1' and`N2'.

4. HA on receiving thebindingoriginatemessagefrom
MH, (decryptsand)matches̀N1' andsendsabinding
updatemessageto CN, andincludes̀ N2', theidentity
of MH andits currentlocationor Care-Ofaddress.

5. CN on receiving the binding updatemessagefrom
HA, (decryptsand)matches̀N2' andinstallsthenew
bindingentryin its cache.

MH may alsobe allowed to trigger this procedure,by
sendinga binding requestmessageto HA, specifyingthe
CN. This will beusefulwhenthehostmovesto a different
network, allowing it to inform all thecorrespondentnodes
with which it is communicating,aboutits new Care-Ofad-
dressbinding.

During theprocedureeachof theentities(namelyMN,
HA andCN) maintainasoft-state,whichexpireswith time.
If abindingoriginatemessageis receivedat any of theen-
tities at a time whenthey arestateless,themessageshould
be ignored. To posea threatto the binding entry at CN,
onewill needto trigger the above procedure.Even if the
proceduregetstriggeredby a maliciousmessagesentby
the attacker, the procedurewould not succeedbecauseall
theentitiesarerequiredto maintainasoft-state.Sinceeach
timebothHA andCN generatedifferentrandomkeys`N1'
and`N2' respectively, a replayattackis prevented. Also
since the soft-statesat CN and HA are tightly coupled,
standalonebindingupdatemessagesat theCN will be re-
jected.Noteherethatboththekeys `N1' and`N2' maybe
encryptedby HA andCN respectively andsinceonly the
sourcesneedto beableto decryptthekeys `N1' and`N2',
theneedfor any sharedsecretor publickey is avoided.The
encryptionmethoddependsonly onthesourceandis trans-
parentto themechanismprovided. Hencethis servesasa
fool-proof, distributedand robust mechanismfor binding
updateauthentication.

This proceduredoesnot requireapriori securityasso-
ciationsto be maintainedat HA andCN, andis morero-
bustthanothermethodsavailable[5]. A periodictokenex-
changeis not requiredandthe binding updatemessageis
embeddedin the authenticationprocedureitself. Binding
cachelifetime canbeaslargeasthemobilehost's remain-
ing lifetime atHA, andis not limited dueto limited validity
of tokensetc.

Figure2 depictsthemessageexchangesequence.Some
of thesalientfeaturesof thismechanisminclude:

� Only theHA is allowedto triggertheprocedurelead-
ing to theinstallationof thebindingcacheat CN, en-
suringreliability.

� Therequirementfor asharedsecretkey is avoided.

� Theprocedureis scalabledueto thepresenceof mere
soft statesat theentitiesinvolvedduringthemessage



exchanges.In general,no additionalstateneedsto be
maintainedatany of theentitiesotherthanthebinding
cacheat CN. The procedureis secure,ef�cient and
distributedin nature.

� Thebindingcacheinstallationat CN involvesa over-
headof only threemessagesin additionto thebinding
updatemessageitself.

The binding originatemessagehasthree�elds namely
the IP addressof the MH or CN anda maximumof two
keys (`N1' and`N2'). Dependingon the receiver context,
only the relevant �elds (as shown in Figure 2) would be
valid. For instance,the IP address�eld is invalid in the
bindingoriginatemessagereceivedat theMH.

Thepresenceof MH in themessageexchangesequence
guaranteesthatanattacker, posingto betheHA, is notable
to install incorrectbindingcacheat theCN. In sucha sce-
nariotheMH would contactits genuineHA, which would
drop the binding originate messagefrom the MH due to
the lack of a soft-stateat the HA. The procedurealsoal-
lowstheMH to beawareof all theCNswhichhavecached
its currentlocation. LaterwhentheMH moves,it canuse
this informationto updatethebindingsat theseCNs.

Futurerenewals of the binding cachetake placewhen
a binding requestmessageis received at HA from either
MH or CN. CN mayrequestHA for bindingcacherenewal
uponexpirationof thebindingcachelifetime, by sendinga
bindingrequestmessagespecifyingtheMH. MH mayalso
requestfor binding cacheupdateto the CN it is commu-
nicatingwith, uponchangein its Care-Ofaddress.In both
thesescenarios,theabovementionedprocedureis triggered
at HA, leadingto a successfulauthenticatedbindingcache
installationat CN.

This mechanismalsoworks independentof furtheren-
hancementsto Mobile IP, like bi-directional route opti-
mizationsusingcorrespondentagents[9] andcanbeused
in bothIPv4 andIPv6 [3].

4.1. Robustnessto Thr eats

Major threatsto RouteOptimizationinclude:

� Addressstealing: An attacker illegitimatelyclaimsto
beagivennodeatagivenaddress,by sendingspoofed
bindingupdatemessages,andthentriesto stealtraf�c
destinedto that address. Another variant of sucha
threatincludestheman-in-the-middleattack.

� Denial-of-ServiceAttacks: By sendingspoofedbind-
ing updatemessages,the attacker could redirectall
packetssentbetweentwo nodesto a randomor non-
existentaddress(es),disruptingcommunication.This
couldalsoresultin �ooding of anarbitraryIP address.

Refer [5] for a more detailed descriptionof these
threats. The proposedauthenticationmechanismis suf�-
ciently robustin preventingtheabovethreats.

5. Conclusion

Mobile IP providesfor ef�cient mobility supportover
current internet infrastructure. Routeoptimizationdeals
with indirect routingandallows for cachingat correspon-
dentnodes.Thedistributedauthenticationmechanismpre-
sentedin this paperis able to successfullyinstall an au-
thenticatedbindingcacheat thecorrespondentnode,map-
ping the mobile host to its currentCare-Ofaddress.This
Care-Ofaddresscan be usedby the correspondentnode
to directly tunnel packetsdestinedto the mobile host, to
its Care-Ofaddress.The authenticationmechanismis ro-
bust,ef�cient, involvesminimumoverheadandrequiresno
additionalinfrastructuresupport. The solutionis scalable
anddistributedanddoesnot requireprecon�gurationof a
sharedsecretkey betweenthe homeagentand the corre-
spondentnode.
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