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Abstract

Mobile IP protocolprovidesa scalableindirectionmeda-
nismallowing the mobile hoststo maintainnetworklayer
connectivityacross mobility. This leadsto 'triangle' or
'indir ect' routing towards the mobile host. To amelioate
this routing inef ciency, RouteOptimizationhasbeenpro-
posed. One of the openissuesin Mobile IP RouteOpti-
mizationis theauthenticatiorof 'Binding Update'messge
at the correspondenhode This paperproposesa robust,
scalable and efcient distributed authenticationmeda-
nismfor the'Binding Update'messge in Mobile IP Route
Optimization. Themedanismdoesnot require precon g-
uration of a shaed secet key betweenthe Home Agent
and the correspondenhodeand is still strong enoughto
achieveits goal. The proposednedhanismonly affectsthe
Mobile IP routing protocol and the mobility aware corre-
spondennodes,and henceis easilyincorporatedin both
MolP v4 andMolP v6.

1. Intr oduction

Efforts to supportmobility for hostsover the current
Internetinfrastructurestartedwith the emegenceof in-
creasingnumber of wirelessdevices and efcient wire-
lessLAN technologiesThe mobile hostscould physically
move acrossnetworks but would lik e to presere their on-
going TCP connectionsand other applications. Internet-
working protocolsusedin the Internet(viz. IP) do notin-
herentlysupporthostmovementthusforcing mobile hosts
to changeheirconnectioridenti er (viz. IP addressjvhen
connectingo thenternetthrougha differentnetwork, ren-
deringhostmovementtime consumingandinef cient.

To supportmobility (without Mobile IP), eitherthe mo-
bile hostmustchangéts IP addressvheneverit changedts
point of attachmentpr host-speci croutesmustbe propa-
gatedthroughoutthe Internet. The formerleadsto broken
higherlayer connectiongduring mobility, while the latter
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doesnot scalewith large numberof mobile nodesin the
Internet.

Originally an IP Addresswas intendedto be associ-
atedto a network attachmenpoint sinceit was assigned
to aninterface(andnotto a host). With theintroductionof
mobile deviceswith wirelessinterfacescapableof moving
acrossnetworks, the IP addresf thoseinterfaceswould
essentiallychangesincethe network attachmenpoint has
changedThis potentiallycauseslisruptionof applications
onthehostleadingto temporarylossof connectity for the
host.Associatingan P addresgo the hostitself, addresses
to resohe theissue.But thisrequiressomekind of anindi-
rectionmechanisnsincethe existing routinginfrastructure
doesnotinherentlysupportthis functionality.

Mobile IP protocol[6] de nessuchanindirectionmech-
anismfor mobilehosts.It providesascalablanechanisnto
enablehoststo changetheir point of attachmento the In-
ternet,without changingtheir IP addresseghusenabling
transparentouting of IP datagramgo and from mobile
hostsin the Internet. Eachmobile hostis always identi-
ed by its homelP addressregardlesof its currentpoint
of attachmento the Internet. A HomeAgentis associated
to the mobile hostsin their homenetworks, which keeps
a binding for a mobile hostwhich is currently away from
home,with its Care-Of address which is its currentpoint
of attachmento the Internet. Without ary changego the
routing infrastructure datagramsaddressedo the mobile
host get hierarchicallyroutedto the mobile host's home
network. Thesedatagramsare interceptedby the Home
Agentin the homenetwork and forwardedover a tunnel
to the Care-Ofaddresswhich thendeliversthe datagrams
to themobile host. Datagramsriginatingfrom the mobile
hostsareforwardedto the Internetby the Care-Ofaddress
itself. A Care-Ofaddresdunctionality may be provided
by a paclet gatavay called Foreign Agent in the service
provider'snetwork Ex. PDSN(Packet DataServingNode)
in CDMA 2000network. Or alternatvely Care-Ofaddress
couldbe a co-locatedaddressacquiredby the mobile host
temporarily Generallya ForeignAgentis deployedin the
network to seneasCare-OfAddresdor thevisiting mobile
hosts.
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Figure 1. Indirect routing in Mobile IP

Figurelillustratestheroutingof datagramso andfrom
a mobile hostaway from home,oncethe mobile hosthas
registeredwith its homeagent.

One of the advantagef this approachis thatit does
notmandatearny changego otherstationaryhostsor to the
backboneouting alreadyin placein the Internet. In addi-
tion, routingis transparento the applicationsandtransport
protocols.The disadwantagds thatit introducesa subopti-
mal routetowardsthe mobile host,alsoreferedto asindi-
rectRoutingor Triangle Routing

RouteOptimization[7] addressethis routinganomaly
by allowing the correspondemodesto cachethe Care-Of
addressof the mobile host with which they are commu-
nicating. Oncethe cachehasbeenestablishedthe corre-
spondentnhode can directly tunnel datagramsdestinedto
the mobile host,to its Care-OfaddressThusthis location
cachingavoids indirect routing for future datagramsles-
tinedto the mobile host. Routeoptimizationalsosuggests
improvementguringmobilehost's handof acrosg-oreign
Agents.

The majorissueinvolvedwith locationcachingin Mo-
bile IP Route Optimizationis the authenticationof the
'Binding Update' messaget the correspondennode. A
'Binding Update'messagaeeddo beauthenticatetiefore
beingprocessedo avoid ary threatsto hijack the connec-
tion etc. Thispapemproposesrobust,scalableandef cient
distributedsolutionto theissue.

This paperis organizedas follows. In Section2, an
overview of the BasicMobile IP protocolis presentedin
Section3, the proposedrouteoptimizationenhancements,
its bene tsandissuesarediscussedln Section4, the dis-
tributed authenticatiormechanismis discussedn detail,
followedby conclusionsn Section5.

2. Mobile IP Protocol Overview

Thefollowing network layermobility scheme$2] have
beenincorporatedn the Mobile IP protocol.

1. Location Registry allows for recordingmobile host's
currentlocationin its homenetwork. This avoidsary
requirementgor changego the basicrouting infras-
tructure and allows organizationsowning networks
to managemobility for all its mobile hostswith this
homenetwork, improving scalability

2. Padket Tunnelingis usedto route pacletsdestinedo
themobilehost,toits currentiocation. Tunnelingpro-
videstheindirectionusinganencapsulatioprotocol,
enablingforwarding of pacletsto the tunnel's other
endpointtransparentlyacrosshe network.

3. Cading and ConsistencyTunnelingsupportgpacket
forwardingonly throughanagentonthemobilehost's
home network. This resultsin indirect routing and
placesunnecessargverheadon the Internetandthe
agentand alsoincreasegaclet lateng. Correspon-
dentnodesthathave beenmodi ed to supportmobil-
ity shouldbe ableto learnandcachethe currentloca-
tion of the mobile hostwith which they are commu-
nicating,andusethis locationto tunneltheir paclets
directlytothemobilehost.Cachéanconsisteng, when
themobilehostmoves,needgo be handledcarefully.

The basicMobile IP protocol [6] providestransparent

routing of pacletsto a mobile hostandrequiresno modi-
cations to existing routinginfrastructureor correspondent
nodes.However, no supportis providedfor correspondent
nodesto be able to tunnel paclets directly to the mobile
hosts currentlocation.

Home Agentin the mobile host's homenetwork main-
tainsaregistry of mobile host's currentlocation,identi ed
asits Care-Ofaddress. The associatiorbetweena mo-
bile hosts homeaddressandits currentCare-Ofaddresss
calleda Mobility Binding Whene&era mobilehostmoves,
it registersts new bindingwith thehomeagent.Someform
of tunnelingis usedbetweenthe homeagentandthe for-
eignagentto forward pacletsdestinedo the mobile host.
A commonmechanisnusedis IP in IP encapsulation.

Someof the essentiaprocedure®f the Mobile IP pro-
tocolinclude:

1. Agent Discovery. Normally a mobile host attempts
to discover a foreign agentin the visited network us-
ing agentdiscovery protocol. Agentsperiodicallyad-
vertisetheir presencéy multicastingan agentadwer
tisementmessagen the network. The mobile host
mayalsomulticastanagentsolicitationmessag®ento
its currentnetwork to askfor advertisement.Mobile
hostthenregisterswith theforeignagentandusesthe
agents IP addresasits Care-OfaddressThe mobile
hostalso detectsmovementusing thesemechanisms
andrerggistersappropriately



2. Rajistration: Registration mechanismallows for a
mobile host to inform its homeagentof its current
location. The mobile hosttriesto registerwith a for-
eignagentproviding its homeagents IP addressThe
foreign agentforwardsthe requestfor registrationto
the home agent. Home agentrepliesto the foreign
agent,who in turn forwardsthe reply to the mobile
host. Eachregistrationhasanassociatedifetime dur-
ing whichthemobilemustreregisterto continueto re-
ceive service.This resultsin maintainingonly a soft-
stateat the foreign and home agentsfor the mobile
hosts.A mobile hostderayisterswith the homeagent
on returningbackto its homenetwork. Registration
mechanismsalsoallow the mobile hostto discoverits
homeaddressif themobilehostis notcon guredwith
this information. It alsoallows for a mobile hostto
discoverthe addres®f its homeagent,usinga unique
NAI (Network Accessldenti er) [1] assignedo the
mobile host and con gured at the AAA (Authenti-
cation, Authorizationand Accounting) sener in the
homenetwork. This procedurds alsoreferredto as
thedynamicHomeAgentassignment.

3. Rayistration Authentication All registrationswith a
mobilehostshomeageniareauthenticatedsingase-
cretkey sharedbetweerthe mobile hostandits home
agent. Replay protectionfor registration messages
may be providedusingnoncesor timestamp$6].

2.1. Protocol Scalability

ThemobileIP protocolis agoodapproacthowardspro-
viding seamlestransparentnobility for mobilehostsin the
Internet. The protocolprovideshighly scalablesupportfor
pacletroutingto alarge numbersof mobile hosts.As new
networks are added,eachdeploys its own homeagentto
supportits mobile hosts.Sincea foreignagentonly senes
the mobile hostscurrentlyregisteredwith it, this approach
allowsthesdunctionsto scalewith thenumberof networks
thatallow visiting mobile hosts. The correspondentodes
maintainbinding cachedgor only a limited numberof mo-
bile hostswith which they arecommunicatingat any time.

Anotherapproactsuggestedo provide hostmobility in
the Internetis basedon an End-to-Endarchitectureusing
dynamicDNS updatego track hostlocations[8]. It allows
the hoststo changelP addressesacrossmobility andrec-
ommendsthat transportlayer protocolssuchas TCR ne-
gotiatea changein endpointlP addressewithout involv-
ing a third party. This requiresmodi cations to transport
layer protocolsand applicationsat all the endhosts. In a
foreign network, a mobile hostusesa locally obtainedIP
addresssits sourceaddress.Whena mobile hostmoves
acrossnetworks, it obtainsa new IP addressand sendsa

secureDNS updateto oneof the namesenersin its home
domainupdatingits currenthostname-to-addressapping
atthe sener. Othernodestrying to communicatevith the
mobile hostneedto performa DNS lookupto obtainthis
mapping. While a connectionis alreadyestablishedand
the hostmoves, the connectionis migratedwith the sup-
port of transportlayer mechanismgprovided. Issueshere
compriseof providing secureconnectiommigrationby the
useof token, timestampsand keys, and changego TCP
statemachinego enablethis.

This architectureallows end systemsto choosea mo-
bility modebestsuitedto their needs. Routing pathsare
efcient with no triangle routing asin Mobile IP, giving
betterperformance However, this requiresalocal address
pool at all the foreign agentsservingmobile hosts. Also
whenthereare multiple IP addressebelongingto a host,
the DNS lookupsfor hostname-to-addressappingmay
needto be modi ed. In additionboththe communicating
peernodescannotmaove simultaneouslhsincethis scheme
doesnothave ananchomointlike Mobile IP'shomeagent.
Finally, this schemerequiresthe existing hostsand appli-
cationsto changeto beableto talk to mobile devices!

Interpretingend-to-endargumentin anotherway also
suggestshatarny changedo layer3like IP addresshange
or changan network point of attachmentshouldbetrans-
parentto the higherlayersandapplications.Also predict-
ing fastandfrequentmovementsof mobile hostsin future,
maintaininga consistentiP addressseemsto be a better
optionthanmigratingconnectiongime andover again.

2.2. Protocol Issues

Two majorissueswith Mobile IP protocoldesignare:

Ingress Address Filtering: To combat denial-of-
serviceattacksjngresslters aredeployedin the net-
works. With this mechanisma router doesnot for-

wardpacletswith asourceaddressvhichdoesnotbe-
longtothelocalnetwork. Dueto this, apacletsentby

the mobile hostin a foreign network with the source
addressetto mobile host's homelP addresswill not
be forwardedby the foreign agent. The solutionis to

useReverseTunneling[4] for all the packetsoriginat-
ing from the mobile host. The pacletsoriginating at
the mobile hostare rst tunneledto the host's home
agent(usingthe mobile host's Care-Ofaddressasthe
sourceaddress)and then are forwardedto the des-
tination using the mobile host's home P addressas
the sourceaddress.Sincenormalpaclet tunnelingis

usedto forward pacletsin the oppositedirection,this
mechanisnis calledreversetunneling.

Triangle or IndirectRouting All datagramslestined
to amobile hostareroutedthroughthatmobile host's



homeagent,which tunnelseachdatagranto the mo-

bile hosts currentlocationor Care-Ofaddress.This

may resultin routing pathssigni cantly longerthan

optimal. This indirect routing also causesoverhead
on the network andon the homeagentandincreases
pacletlateng. Also if ingressaddressltering is en-

abled, theserouting anomaliesoccur in both direc-

tions, creatinga signi cant bottleneckto scalability

andef ciency.

3. Mobile IP Route Optimization : Issues

Route optimization[7] standsfor the ability of corre-
spondentodesto cachethe locationof a mobile hostand
thentunnel paclets directly to the mobile hostat its cur
rentlocation. Theseimprovementshave beenproposedo
addresghe issueswith the basicMobile IP protocol. The
coreideasarepresentedere.

3.1. Location Caching

A mobility-awarecorrespondentodemaintainsa bind-
ing cachdisting thecurrentbindingsof oneor moremobile
hostswith which the nodeis communicating Whensend-
ing a paclet to the mobile host, the correspondenhode
may tunnelit directly to the Care-Ofaddressndicatedin
the cachedbinding of the mobile host. In the absencef a
bindingcacheentryatthecorrespondemniode pacletswill
be routedto the mobile hostvia its homenetwork, asear
lier. Also asa sideeffectof thisindirectrouting,thecorre-
spondenhodewill beinformedof themobilehost'scurrent
mobility binding,providing it with anopportunityto cache
thebinding. A correspondentodecancreateor updatea
mobilehostsbindingonly afterit hasrecevedandauthen-
ticatedthe binding. A binding cachecanbe managedis-
ing ary local cachereplacemenpolicy suchasLRU (Least
RecentlyUsed).Eachbindingwill have anassociatetife-
time to suggesits validity, resultingin only a soft-stateat
thecorrespondentodes.

3.2. Foreign Agent Handoff

Whenthe mobile hostmovesandregisterswith a new
foreignagent,the basicMobile IP protocoldoesnot have
provisionsto notify the previous foreign agentaboutthis
movement. Any pacletsin ight, that had alreadybeen
tunneledby the homeagentto the previous foreign agent
arelost. Furthermordahepreviousforeignagentdeleteghe
binding of the mobile hostonly after the expiration of the
lifetime period.

With route optimization,the previous foreign agentis
reliably informed of the mobile hosts movementand of
its new binding (Care-Ofaddress). A mobile host after

registeringwith a new foreign agent,noti es its previous
foreign agentby sendinga binding updatemessage This
allows pacletsin ight, anddatagramsentbasedon an
out-of-datecachedbinding at the correspondenhode, to
beforwardedto themobile host's new Care-Ofaddress.

3.3. Binding CacheUpdates

Whenthe homeagenttunnelsary paclet to the mobile
host, it alsosendsa binding updatemessagéo the origi-
nal senderinforming it of mobile hosts currentbinding.
Whena foreignagentrecevesa tunneledpaclet for a mo-
bile hostfor which heis not servingasthe currentCare-Of
addressijt sendsa binding warning messageo the origi-
nalsenderadvisingit to sendabindingrequestmessagé¢o
the mobile host's homeagentto requesthe mobile host's
currentbinding asa binding update All binding updates
includean associatedifetime which indicatesthe time re-
mainingin the lifetime of the mobile host's currentregis-
tration. Correspondentodesmay performbinding cache
recon rmationbeforethe expiry of abindingcacheentry.

3.4. Binding Update Authentication

All binding updatemessageseedto be authenticated
beforebeing processedto avoid ary threatsto hijack the
connectioretc. Sincethe correspondenhodemay be ar-
bitrary, this requiresthat a homeagentshouldin general
beableto sendanauthenticatethindingupdatemessagéo
ary othernodein thelnternet.Thisform of generabuthen-
ticationis currentlycomplicatedby the lack of a standard
authenticatioimechanisnin the Internettoday

One possibility is to manually establisha sharedse-
cret key betweenthe home agentand the correspondent
node[7], makingit similarto mobilehostsregistrationau-
thentication.Thisis inef cient becausét requiresa corre-
spondenhodeto be awareof all themobile hostsit will be
communicatingvith, apriori.

Anotherapproactsuggesteth Mobile IPv6[5] is called
ReturnRoutability. Thebasicmechanisninvolvessending
two messagefrom the correspondentodeto the mobile
host,containingtwo differenttokens.Oneof the messages
is routedthroughthehomeagentwhile theotheris directly
sentto the Care-Ofaddres®f themobile host. Themobile
hoston receving thesetwo tokens,createsa binding key
andincludesit in the binding updatemessagesentto the
correspondermntode.

Noteherethatthebindingupdatemessagés beingsent
by themobilehostitself andnotby its homeagent.A much
secureandrobustproceduravouldrequireamoredirectin-
volvementof thehomeagent.Also the securityguarantees
provided hereare wealer thanthe original IPv4. Also, to
avoid the possibility of time shifting attacks,the validity



Figure 2. Binding update authentication mechanism

of the tokensis keptlimited. This resultsin shorterlife-
times of the resultingbinding cacheentriesat the corre-
spondeniodes,causingadditional overhead. Hencethe
ReturnRoutability mechanismto checkif thereis a node
to reply, is notfoolproof.

4. Distrib uted Authentication Mechanism

Theestablishmentf thecacherequiresanauthenticated
binding updatemessagéo be deliveredat the correspon-
dentnode. This messagenay be generatedy the mobile
hostitself or by its Home Agent, whenit recevesa mes-
sagefrom the correspondenhodeto be forwardedto the
mobile host. The messag@eedso be authenticatedh or-
derto preventa maliciousbinding cacheentry from being
installedatthe correspondentode.The natureof theissue
is further complicatedby the fact that the correspondent
nodemaybearbitraryandcanpossiblybeary of thenodes
in thelnternet.

This paperproposes solutionapproacttowardstheis-
sueof authenticatindgindingupdatemessageatthecorre-
spondentodes.The proposednechanisnis dynamicand
robust,andinvolvesthefollowing entities:the mobile host
(MH), the homeagent(HA) andthe correspondenhode
(CN). Themechanisntompriseof thefollowing ve step
procedure:

1. HA, ontunnelinga pacletdestinedo MH away from
home,or onreceving abindingrequesmessagéom
CN, triggersthe procedure HA sendsa bindingorig-
inatemessagéo CN, andincludestheidentity of MH
andarandomgeneratedkey "N1'.

2. CN onreceving the binding originate messagérom
HA, generates randomkey "N2' and sendsa bind-
ing originate messagéo MH, andincludes’N1' and
"N2'.

3. MH onreceving the binding originate messagérom
CN, sendsa binding originate messageéo HA, and
includestheidentity of CN, "N1' and 'N2'.

4. HA onreceving the binding originate messagdrom
MH, (decryptsand)matchesN1' andsendsabinding
updatemessagéo CN, andincludes' N2', theidentity
of MH andits currentlocationor Care-Ofaddress.

5. CN on receving the binding update messagdrom
HA, (decryptsand)matchesN2' andinstallsthe new
bindingentryin its cache.

MH may alsobe allowed to trigger this procedure by
sendinga binding requestmessagédo HA, specifyingthe
CN. Thiswill beusefulwhenthe hostmovesto a different
network, allowing it to inform all the correspondemodes
with which it is communicatingaboutits new Care-Ofad-
dresshinding.

During the proceduresachof the entities(namelyMN,
HA andCN) maintaina soft-statewhich expireswith time.
If abindingoriginate messagés recevedatary of theen-
tities at atime whenthey arestatelessthe messagshould
be ignored. To posea threatto the binding entry at CN,
onewill needto triggerthe abore procedure.Evenif the
proceduregetstriggeredby a maliciousmessageentby
the attacler, the procedurewould not succeedecausall
theentitiesarerequiredto maintaina soft-state Sinceeach
timebothHA andCN generataifferentrandomkeys "N1'
and N2' respectiely, a replay attackis prevented. Also
since the soft-statesat CN and HA are tightly coupled,
standalonéinding updatemessageat the CN will bere-
jected.Note herethatboththekeys 'N1' and'N2' maybe
encryptedby HA andCN respectiely andsinceonly the
sourcesneedto be ableto decryptthekeys "N1' and*N2',
theneedfor any sharedsecrebr publickey is avoided.The
encryptioormethoddepend®nly onthesourceandis trans-
parentto the mechanisnprovided. Hencethis senesasa
fool-proof, distributed and robust mechanisnfor binding
updateauthentication.

This proceduredoesnot require apriori security asso-
ciationsto be maintainedat HA andCN, andis morero-
bustthanothermethodsavailable[5]. A periodictokenex-
changes not requiredandthe binding updatemessagés
embeddedn the authenticatiorproceduretself. Binding
cachdlifetime canbeaslarge asthe mobile host's remain-
ing lifetime atHA, andis notlimited dueto limited validity
of tokensetc.

Figure2 depictsthe messagexchangesequenceSome
of the salientfeaturesof this mechanisninclude:

Only the HA is allowedto triggerthe procedurdead-
ing to theinstallationof the binding cacheat CN, en-
suringreliability.

Therequiremenfor asharedsecrekey is avoided.

Theproceduras scalabledueto the presencef mere
soft statesat the entitiesinvolved duringthe message



exchangesln generalno additionalstateneedsto be
maintainedatary of theentitiesotherthanthebinding
cacheat CN. The procedureis secure,ef cient and
distributedin nature.

The binding cacheinstallationat CN involvesa over
headof only threemessagem additionto thebinding
updatemessagdself.

The binding originate messagdasthree elds namely
the IP addresof the MH or CN anda maximumof two
keys (N1' and'N2'). Dependingon the recever context,
only the relevant elds (asshawvn in Figure 2) would be
valid. For instance,the IP addresseld is invalid in the
bindingoriginate messageecevvedat the MH.

Thepresencef MH in themessagexchangesequence
guaranteethatanattacler, posingto betheHA, is notable
to install incorrectbinding cacheat the CN. In sucha sce-
nariothe MH would contactits genuineHA, which would
drop the binding originate messagdrom the MH dueto
the lack of a soft-stateat the HA. The procedurealsoal-
lowsthe MH to beawareof all the CNswhich have cached
its currentlocation. Laterwhenthe MH moves,it canuse
thisinformationto updatethe bindingsat theseCNs.

Futurerenavals of the binding cachetake placewhen
a binding requestmessages receved at HA from either
MH or CN. CN mayrequesHA for bindingcacherenaval
uponexpirationof the binding cachdifetime, by sendinga
bindingrequesmessagspecifyingthe MH. MH mayalso
requestfor binding cacheupdateto the CN it is commu-
nicatingwith, uponchangein its Care-Ofaddressin both
thesescenariostheabove mentionedprocedureés triggered
atHA, leadingto a successfuauthenticatedbindingcache
installationat CN.

This mechanisnmalsoworks independenof furtheren-
hancementdo Mobile IP, like bi-directional route opti-
mizationsusingcorresponderaigents[9] andcanbe used
in bothIPv4 andIPv6 [3].

4.1. Robustnessto Threats
Major threatsto RouteOptimizationinclude:

Addressstealing An attacler illegitimately claimsto
beagivennodeatagivenaddressbhy sendingspoofed
bindingupdatemessagegndthentriesto stealtraf ¢
destinedto that address. Another variant of sucha
threatincludesthe man-in-the-middlattack.

Denial-of-ServicéAttadks By sendingspoofedbind-
ing updatemessagesthe attacler could redirectall
pacletssentbetweentwo nodesto a randomor non-
existentaddress(esyisruptingcommunication.This
couldalsoresultin ooding of anarbitrarylP address.

Refer [5] for a more detailed descriptionof these
threats. The proposedauthenticatiormechanismis suf-
ciently robustin preventingthe above threats.

5. Conclusion

Mobile IP providesfor ef cient mobility supportover
currentinternetinfrastructure. Route optimization deals
with indirect routing andallows for cachingat correspon-
dentnodes.Thedistributedauthenticatioimechanisnpre-
sentedin this paperis able to successfullyinstall an au-
thenticatedinding cacheat the correspondentode,map-
ping the mobile hostto its currentCare-Ofaddress.This
Care-Ofaddresscan be usedby the correspondennode
to directly tunnel paclets destinedto the mobile host, to
its Care-Ofaddress.The authenticatiormechanisnis ro-
bust,ef cient, involvesminimumoverheadandrequiresno
additionalinfrastructuresupport. The solutionis scalable
anddistributedand doesnot requireprecon gurationof a
sharedsecretkey betweenthe homeagentandthe corre-
spondenhode.
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