A DocumentAnalysis Systemfor Supporting Electronic Voting Reseach

DanielLopresti
lopresti@cse.lehigh.edu

Abstract

As a resultof well-publicizedsecurityconcernswith di-
rectrecoding electionic (DRE) voting, there is a growing
call for systemshat employsomeform of paperartifact to
providea veri able physicalreco of a voter's choices.In
this paper we presenta systemwe are developingto sup-
port a multi-institution, cross-disciplinaryreseach project
examiningissuesthat arise when paper ballots are used
in elections. We survey the motivatingfactors behindour
work, discussthe specialconstrints raisedin processing
ballots as opposedo more generl documenimages,and
describethe currentstatusof our system.

1. Intr oduction

Florida's infamous*“butter y ballot” and its “hanging
chads, resultingin politically-chaged calls for a recount
during the 2000 U.S. PresidentialElection, have initiated
themostdramaticseriesof changesn America'svoting his-
tory. Soonafterthe subsequenpushfor widespreadcdop-
tion of electronicvoting equipmentcomputersecurityex-
pertsandconcerneditizensbeganraisingseriouguestions
aboutthe reliability and trustworthinessof such systems
whencollecting,storing,andtatulatingvotes[3, 6, 7, 8, 14,
23). Direct RecordElectronic(DRE) voting, onceseenas
a straightforward albeit expensve solution, is increasingly
viewedasanunacceptableompromisg5, 20]. As aresult,
thereis agrowing call for voting systemghatemploy some
form of paperartifactto provide averi able physicalrecord
of avoter's choices.Often,this takestheform of ahand-or
machine-markdpaperballot which is processedby anop-
tical scanningsystemandthensafelysecuredn theeventa
recountbecomesiecessary

Paperis notnew to electionspf courseandissuegelat-
ing to the designanduseof paperballotshave beenexten-
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sively studiedin the past[9, 15. Mark-senseeadergre-
cededOCR by severaldecadesthe IBM 805 TestScoring
Machinewasintroducedn 1937.Becausg@unchcardtech-
nologywasalreadywell developed,t waseasyto addsen-
sorsto detectconductve marksmadeby “electrographic”
pencils. Optical Mark Recognition(OMR), introducedin

the 1950's, measurede ectivity insteadof resistanceal-

lowing useof amuchwiderrangeof writing instrumentgor

multiple choiceexaminations. For standardizeagxamina-
tions,the questionsvere printednext to the “bubbles’ For

low volumetests general-purposanswersheetswith num-

beredrows andcolumnsof bubbles,wereusedin conjunc-
tion with aninstructionsheet.The bubbleswererelatively

largeandthemarkshadto I mostof thebubblein orderto

be surely sensed.This technologywas eventuallyadapted
to electionballotsmodeledon the classicAustraliansecret
ballotswhich hadbeenin usesincel1858(whenthey were,
of coursecountedby hand).

Thedevelopmenbdf reliable,low-costfacsimilescanners
had an impacton OMR just asit did on OCR. The sen-
sorsnow sweptthe entirepage andevensmallmarkswere
coveredseveraltimesby severalsensorsasthe papertrans-
port slid the pageunderthe sensorbar. Imageprocessing
techniquesould now be appliedto discriminatemarksac-
cordingto shapeandcolorratherthanonly totalre ectance.
This leadto new designgor morespace-etient andmore
easilyapplicablemarks,suchashorizontalor vertical line
sgmentsn adiamond,or lling agapin abrokenarrow.

Despite this history, introducing (or, rather re-
introducing)paperinto the modernelectionprocesss not
without its own controversy While thereare a myriad of
non-technicatoncernghathave beenvoiced,rangingfrom
afeelingthat paperis “old fashioned, to worriesaboutin-
creasedlitter,” andthe addedcostof therequiredconsum-
ables(paperballots,ink/tonerfor printers,etc.),eliminating
or mitigatingdrawbacksassociateavith hardcoyy offersan
intriguing setof problemsthat merit seriousconsideration
by the documentnalysisesearcicommunity

In a draft report on Voluntary Voting SystemsGuide-
linesfor 2007[4], the Securityand Transpareng Subcom-
mitteefor the TechnicalGuidelinesDevelopmentCommit-
tee of the National Institute of Standardsand Technology



(NIST) obseresthat the useof paperto provide indepen-
dentauditing capabilitiesin electionsis entirely practical,
but thatthereareundeniablyopentechnicalissueghatcan
andshouldbe addressed:

“The widespreachdoptionof voting systemsn-
corporating paper did not seemto causeary
widespreagbroblemsn theNovember2006elec-
tions. But, the useof paperin electionsplaces
morestresson (1) the capabilitiesof voting sys-
temtechnology(2) of votersto verify theiraccu-
ragy, and(3) of electionworkersto securelyhan-
dletheballotsandaccurately}countthem.Clearly,
the needsof voters and election of cials need
to be addresseavith improvedandnew technol-
ogy. The STShbelievesthat currentpaperbased
approachegan be improved to be signi cantly
moreusableto votersandelectionof cials ..”

Today, paperis treatedasan“add-on” whenit shouldbean
integralcomponenin trustworthy votingtechnology Much
attentionis now beingpaid to other partsof electionsys-
tems;substantiabene ts shouldlikewise accruewhenpa-
perartifactsareaccordedheattentionthey desere.

Examplesof the issuesfacedin usingpaperabound.In
ChesterCounty Pennsylania,a closeelectionthat would
determinethe majority party in the StateHouseof Rep-
resentaties was disputedwhen one party insistedthat a
recountbe conductedby running the optical scanballots
througha differentbrandof scannemhardware, noting that
thetallies canvary dependingon the systemin use[1]. In-
terestingly the samerecommendatiorarosein consulting
rm Booz Allen Hamilton's analysisof a well-publicized
problemin scoring the October2005 SAT test[2]. An
apparentiscrepang betweenpaperballots that had been
machine-countedersusthosethat had beenhand-counted
led to a heateddebatein the 2008 New HampshireDemo-
craticPrimary[24].

Thereis, of course,a connectionbetweenballot read-
ing andautomatidormsprocessingatopic which hasbeen
heavily studiedin our eld (e.g., [11, 12, 13]), aswell asto
the scoringof standardizedests,asnotedearlier Process-
ing paperballotsusedin electionsdiffers from theseother
tasksin importantways, however. The rangeof individu-
alswho usea paperballotis likely to be muchgreaterthan
otherforms applications sinceall citizensmeetingcertain
basicrequirementsare entitledto vote in a country’'s elec-
tions. A certainpercentagef votersareonly semi-literate,
non-natve spealers,or suffer from variousdisabilitiesthat
may interferewith theirability to reador markaballot. An-
other requirementwhich can be legally mandateds that
ballots mustpresere a voter's anorymity. This precludes
including ary uniqueidenti er on the ballotin advanceof
theelection,aswell asattemptdo contacta voterafterthe-

factshouldhis/herselectiongprove unreadableSinceelec-
tionsareheldinfrequently voting equipmensitsunusedor
months-on-endpftenin storageervironmentsthatarenot
conducveto longevity of thehardware.Maintainingchain-
of-custodyis a critical securityrequirementor all election
records Finally, while thereis no direct nancial interestin
anelectionsresultsthereis tremendougublicinterestithe
processof castingand countingvotesmustbe transparent
andtrustworthy.

In this paperwe presentsoftwaresystemwe aredevel-
oping to supporta multi-institution, cross-disciplinaryre-
searchprojectexaminingissuesthat arisewhen paperbal-
lots areusedin elections.Our BallotTool applicationcon-
sistsof a collection of software componentsntegratedin
a graphicaluserinterfacewith versionsthat run underthe
Linux and Microsoft Windows operatingsystems. Func-
tionality is providedfor anumberof documentnalysisand
humanfactorsexperimentsve areplanningto conduct.

While our examplesaredrawvn from recentexperiences
in the United Statesmary of the questionsve arestudying
have implicationsin other countriesas well; with the in-
stantaneousommunicatiorprovidedby thelnternet,a vot-
ing systemproveninsecurein onelocalecannotbe trusted
in arny other We surwey the motivating factorsbehindour
project,discusshe specialconstraintgaisedin processing
ballotsas opposedo more generaldocumentmages,and
describethe currentstatusof our system. Furtherdetails
concerningour ongoingwork can be found on the PER-
FECT projectwebsite[22].

2.1ssuesin Electronic Voting Reseach

Thesystemwe arebuilding consistof a numberof soft-
ware componentdor supportingvoting researctcentered
aroundpaperballots. This includestools for de ning bal-
lot layouts, processingroted ballots, conductingrecounts,
andcon rming theaccurag of machineballotreading.We
arealsodevelopingframenorks for conductinglarge-scale
studiesof humanand computerperformancen interpret-
ing the marksmadeby voterson ballots. Below, we brie y
highlight someof the basicproblemswe areworking to ad-
dressn ourresearch:

Undetectedailuresin the madinereadingof ballots
As notedpreviously, thereis usuallyno warningwhen
recognitionerrorsarisein opticalscansystemdl, 2J;
processinghe ballot a secondime mayleadto a dif-
ferentresult[25].

Systemati@rrors dueto ballot layout Our pastwork
in OCR demonstratedhat recognitionerrorsare not
uniformly distributed acrossthe page[17]; the same
obsenation may be true of ballots, a fact which may
disadwantageone candidateover anotherasedourely
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Lehigh University / Muhlenberg College
2008 Presidential Election
NATIONAL SURVEY

Please chosc only one answer for each question. Fill in the oval for the answer that yo
select for each question

In determining your vote for president in the 2008 clection please indicate how importal
the following issues will be:

Very Somewhat| [Net Too ot ATAIL
important | - [mportant | [importamt | |

The War in Traq
Global Warming
The Economy
Terrorism

Taxes

Education
Health Care
Crime

00000000
00000000
00000000

Please identify your views on the following candidates for president:

Very Somewhat ~ NoiToo  Not At All
Favorable Favorable Favorable Favorable

John McCain
Hillary Clinton

Mitt Romney
Mike Huckabee

If the 2008 presidential election was being held today and the candidates were Democry
Hillary Clinton and Republican John McCain, who would you vote for?

Hillary Clinton

If the 2008 presidential election was being held today and the candidates were Democrd
Barack Obama and Republican John McCain, who would you vote for?

Barack Obama (=]
John MeCain (=]

Election: [Lehigh-Muhlenber(

Race: [The War in Irag VoteFor: |1

[mportant Candidate: [Very Important

Candidate: |Somewhat Importar

Candidate: Mot Too Important

Candidate: [Not At Al mportan

Barack Obama Race: |Glohal Warmmg voteFor:

Candidate: [Very Important

John McCain Candidate: |Somewhat Importar

Candidate: [Not Too Impartant.

Candidate: (Mot At All Importar

Ballot Definition
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Label Bounding Box | Target Bounding Box
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Label Bounding Box Target Bounding Box

x1:[1230 y1:[680  x2: [1660 y1:[1050 x2: [1530

Label Bounding Box Target Bounding Box

x1:[T730 yi:[ee0  =e:[1s60  ya:[10z0 yi:[ios0 xe: [1es0 3|

Bounding Box
®1:[350  y1:[1110  x2:[a00

Lahel Bounding Box | Target Bounding Box
yi:fe0 xe:[ioen ye:[ioz0 :f yi:[1T10 xe:[3a0

Label Bounding Box Target Bounding Box

x1:[1130 y1:[630  w2:[1360 ye:[1020 y1:[1110 x2: [1z80

Lahel Bounding Box Target Bounding Box
:[l430 yi:fssn xe:[Tee0  ya:[To20 yi:[iT10 xe:[isa0 3|

Label Bounding Box Target Bounding Box

x1:[1730 y1:[830  wz:[1980 y2:[10z0 y1:[1770 x2: [1890

Figure 1. BallotT ool system displa ying the Lehigh-Muhlenber g simulated survey form.

on wherea nameappearson the ballot sheet. (It is
alreadywell understoodhatballot layoutcanhave an
impacton voterbehavior.)

High costof manualrecounts Recountingall of the
ballotsin a large geographicareacan be expensve,
bothin termsof time andmoney.

Humanerror andhumanbiasin performingauditsand
recounts While humanballotreadersaredeservingf
moretrustthanmachinesatleastasof today they also
bring with thempersonabiaseswhich mayintention-
ally or unintentionallyaltertheoutcomeof anelection.
Recountsalsopresenppportunitiesor collusion.

Computer“hackers” attemptingto manipulate the
vote This fear is the driving force behindthe push
toward paperballots, but it shouldbe notedthat the
electronicsof optical scansystemshave beenproven
to bejustasvulnerableasDRE systemg7, 10].

Traditional ballot-boxstufng . While thereis no such
thing as a perfectly securevoting system,someap-
proachesare saferthan others,a mantrathat should
be always keptin mind. Low-techapproachesave

undoubtedlyresultedin the theft of more elections
throughouthistory than the currentcyberthreatshat
now recevve somuchmediaattention.

Theneedto preserveanonymity Many solutionsthat
cometo mind for securingand processingpaperbal-
lots place the anorymity of votersat risk. It is for
this reason,for example,that currentapproachesor
providing aVoterVeri ed PaperAudit Trail (VVPAT),
analternatie thathasbeenproposedo paperballots,
cannotbecerti ed for usein Pennsylaniaandcertain
otherstates. Sinceexisting VVPAT printersmaintain
their audit trails sequentially it would be possibleto
recover a voter's votesby noting the orderin which
peopleusethe machineandlater obtaininga copy of
the papertape. Likewise, schemedor pre-printinga
uniquelD on eachballotalsofall undersuspicion.

\oter error. As noted previously, the rangeof in-
dividuals who vote in a country's electionsre ects
a broad spectrumof educationallevels and literacy
skills. Somevoting technologiesaremorelikely to in-
duceerrorsthan others; simply blaming the voter in
all suchcasess notappropriate The Floridabutter y
ballot, cited at the beginning of our paper is a perfect



<election

<race

<candidate

<candidate

<candidate

<candidate

ID="election001"
bb x1="10" bb_y1="10" bb_x2="2542"
ID="race001" Race="The War in Iraq"
bb x1="350" bb_y1="1050" bb_x2="800"
ID="cand001" Candidate="Very
bbl_x1="830" bbl_y1="890" bbl_x2="1060"
bbt x1="900" bbt_y1="1050"
ID="cand002" Candidate="Somewhat
bbl_x1="1130" bbl_y1="890" bbl_x2="1360"
bbt x1="1200" bbt_y1="1050"
ID="cand003" Candidate="Not
bbl_x1="1430" bbl_y1="890" bbl_x2="1660"
bbt x1="1500" bbt_y1="1050"
ID="cand004" Candidate="Not
bbl_x1="1730" bbl_y1="890" bbl_x2="1960"
bbt x1="1800" bbt_y1="1050"

</race>

<race

<candidate

ID="race002" Race="Global = Warming"
bb_x1="350" bb_y1="1110" bb_x2="800"
ID="cand001" Candidate="Very
bbl_x1="830" bbl_y1="890" bbl_x2="1060"
bbt_x1="900" bbt y1="1110"

Figure 2. Portion of the de nition

exampleof this.

Interpretation of marginal markings The crux for

much of what we are studyingis that two different
ballot readers- humansand/ormachines- mayinter-

pretthe samemarkingdifferently. Suchmarkingsare
called“marginal;” whichis, of coursearelative term.
Whetheror notthe ballotincludesexplicit instructions
for how it shouldbe marked, and whetheror not the
voter follows suchinstructions,legislationis usually
written in termsof voterintent In otherwords,mark-
ingsthatappeatro re ect a voter's desiresshouldnot
bedisquali ed for purelytechnicalreasons.

Testingand certi cation of electionic voting systems
While thefederalandstategovernment®stensiblytest
and certify electronicvoting systemsbeforethey can
be usedin real elections,such evaluationsare rudi-
mentaryat best. In Pennsylania, for example, opti-
cal scansystemsaretestedby running 12 ballotsand
con rming thatthe tallies are correct. The shortcom-
ings of this currentapproacho governmentjuali ca-
tion was dramaticallydemonstratedvhen California
andOhio contractedvith independensecurityconsul-
tantsto testvoting systemsausedin their statespnly to
nd numerousserioussecurity holesthat had passed
theoriginal certi cation procesg5, 20].

Election="Lehigh-Muhlenberg
bb_y2="3290">
VoteFor="1"
bb_y2="1105">
Important”

bbt_x2="990"
bbt_x2="1290"
Too Important”

bbt_x2="1590"
At All

bbt_x2="1890"

bbt_x2="990"

Survey"

bbl_y2="1020"
bbt_y2="1105">
Important”
bbl_y2="1020"
bbt_y2="1105">

bbl_y2="1020"
bbt_y2="1105">
Important”
bbl_y2="1020"
bbt_y2="1105">

VoteFor="1"
bb_y2="1165">
Important”

bbl_y2="1020"
bbt_y2="1165">

le for the Lehigh-Muhlenber g simulated survey form.

3. The BallotTool System

In thissectionwe describeheprototypeBallotTool sys-
temwe arebuilding to supportour researcton paperbased
ballot processing.BallotTool containsa collectionof use-
ful softwarecomponentfor manipulatingballotimagesand
theirassociatedhetadataTheBallotTool graphicaluserin-
terface(GUI) is writtenin the popularTcl/Tk scriptinglan-
guage[21] with versiongthatrun underboththe Linux and
Microsoft Windows operatingsystemswhereit alsomakes
useof thestandardNetpbmopensourceoolkit for manipu-
latingimage les [19]. Althoughourplannedwork coversa
broadrangeof questionsiary of themarecenteredaround
theimageof a singleballot. Ratherthandevelopa separate
programfor eachtask, BallotTool providescommonfunc-
tionality thatis sharedacrossa numberof differentappli-
cations,aswill bedescribedn the remainderof this paper
SeeFigurel for a screensnapshobf BallotTool in one of
its operatingmodes:de ning a basicballotlayout.

Underlying the BallotTool systemis an XML-lik e lan-
guagewe have developedfor describingballotsandelec-
tions. This providesa commonrepresentationdtameawork
for all of theapplicationsve planto study Inputis assumed
to beablankballotimagein PDFor TIF format. Metadata
is built up throughhumaninteractionwith the system,or,
in certaincasesgeneratechutomatically Figure2 shows



a fragmentof the speci cation correspondingdo the ballot
from Figurel.

3.1. Ballot De nition

In additionto specifyingthe boundingbox coordinates
for relevantregionson the page,ballot de nition mustde-
scribethe logical componentqi.e., the semantics)of the
electionin question. Brie y, an electionconsistsof some
numberof races and eachracecontainssomenumberof
candidates' A votermightcastavotefor oneor morecan-
didatesin eachrace. Someelectionspermitmultiple votes
in agivenrace,while othertimesthis would be considered
an “overwote” which invalidatesall the voter's choicesin
thatrace. Undenoting (castingfewer votesin a racethan
oneis permitted)is alsoa possibilitythatmustbeaccounted
for, of course.

Our ballot de nition le formatis designedo be suf-
ciently expressie to handleall of ourintendedapplications
throughouthe courseof the project.

3.2. Ballot Interpretation

As notedearlier asigni cant portionof ourresearclsur
roundstheissueof voterintentandthewaysit mightbein-
terpretecby humanandmachineballotreadersThenotion
of “ground-truth”— thatis, the singlecorrectanswerasde-
terminedby ahumanobsenerwhichthemachinethentries
to obtain— haslessrelevanceherethanit doesin traditional
documentnalysisexperimentd16].

BallotTool supportghe collectionof vote/no-\otejudg-
mentsfrom humanjudgesin an intuitive, point-and-click
fashion.As will be describedshortly, the resultsfrom ma-
chineprocessingf ballotimagescanbe displayedfor hu-
manfeedbackaswell. In concertwith our ballot speci ca-
tion languageallowancesaremadefor multiple con icting
interpretationgor eachmark 2

3.3. Synthetic Ballot Generation

Ourresearclon paperballot processingncludesanum-
ber of datacollectionandgeneratioractiities thatarede-
scribedmore fully in a companionpaper[18]. Herewe
brie y notethatwhile it is often possibleto obtain blank
ballotimages realballotsthathave beenmarked by voters
for usein an electionare normally subjectto legal restric-
tions. Barriersto obtaining“live” dataare not unknown

1it shouldbe understoodhat thesetermsare usedabstractly Candi-
dates,for example, neednot be human,rather they are choicesa voter
malesin responséo the questiorposedby arace.This pointis illustrated
by theexamplein Figuresl and2.

20f coursejn realelections suchcon ictsmusteventuallyberesohed
throughprocessedictatedby relevantlegislationand/orthelegal system.

in the eld of documentanalysisresearchscannectheck
imagesare likewise consideredsensitve, for obvious rea-
sons),but this may be oneapplicationareawherethe hur-

dlesareinsurmountableHence we arecurrentlyconduct-
ing ourown datacollectionactiities using“simulated”bal-
lots (e.g., the Lehigh-Muhlenbeg suney form shavn ear

lier), aswell asdevelopingtoolsfor generatingarge quan-
tities of realistic-lookingsyntheticballotimages.

For generatingynthetidballotimagestherelevant elds
from theballotspeci cationincludetheracede nitions (the
candidatesn eachrace,the maximumnumberof choices
permitted the ratesat which eachcandidateecevesa vote
if the ballot is beinggeneratedandomly etc.),aswell as
the physicallocationsof the appropriatenark targets(e.g.,
the ovalswhich the voteris expectedto Il in, indicatedin
orangein Figurel).

In additionto the ballot substratepallot synthesisalso
requiresa supplyof previously dravn markings. This can
be assembledn ary of several ways: scannedff of pa-
per ballots, dravn on-screerusinga digitizing tablet, etc.
Marks canbe addedto the ballotimageeitherby superim-
posingthemon the target (in this case,the mark mustbe
drawvn with a transparenbackground)or by replacingthe
target/markcombinationasa singlecomponent.

Our software cornvertsballot and mark imagesto PNM
formatbeforethey aremanipulated.mage-basetransfor
mationsare provided so that a singlemark canbe givena
varietyof visible manifestationsMarks canbescalednde-
pendentlyin the x- andy-dimensionsandthey canbero-
tatedby anarbitraryamount.The colorof themarkcanalso
beremappedeforeit is placedin theballotimage.Finally,
thenew ballotimageis corvertedto TIF formatusingLZW
compressionA PDFversion(for printing purposes)s also
createchtthesameime. Examplesf thevariationscreated
from a singleinputcheckmarkareshovn in Figure3.

/+}'® g o o O
o oIl

Figure 3. Variations synthesiz ed from a sin-
gle input checkmark.

Completecollections of synthetic ballots (i.e., “elec-
tions”) possessingertaindesiredoropertiescan,of course,
be generatedust aseasily The speci cationin this case
includesthe numberof ballots (voters),selectionratesfor
eachcandidatgincludingpossiblecorrelationshetweerre-
latedcandidates)pvervoteandundenoterates etc.



4. UnbiasedVisual Auditing

Oneof the goalswe are pursuingin our researchs the
developmentf semi-automatetbolsto help eliminatehu-
manbiasin auditing electionresults. Bias arisesbecause
peoplenaturally have aninherentpreferencdor particular
candidatesr issues.

Currentproceduredor manuallyrecountingpaperbal-
lots canberegardedaslargely socialprocessesyith two or
more representaties from competingpolitical partiesex-
amining eachballot one-by-oneand debating,sometimes
heatedlywhetheragivenmarkshouldbe countedasavote.
While sucha processs ostensiblyintendedo minimizethe
effectsof bias, it clearlyis suspectElectionfraudcouldbe
carriedout by attemptingto manipulatethe angleat which
a ballot is viewed by the otherparty, or by surreptitiously
addingspuriousmarksto ballots,therebyinvalidatingthem
(becauseof con icting marks)in subsequentecounts. If
votesare countedon displaysof digital ballot imagesin-
stead,thesesubterfugesare renderedessentiallyunwork-
able. Thereremains,however, the possibility of voluntary
or involuntarybiasin counting.

Using our softwarefor creatingsyntheticballotimages,
two colleaguedrom thesocialsciencegrenow performing
a study of how humanevaluatorsjudge ballot marks. The
resultsdemonstratemportantvariationin how peoplgudge
voterintent,animportantcriterionusedin mary stateelec-
tion laws. In somecaseqearlyidenticalmarksarejudged
very differently by humanevaluators. Figure 4 depictsa
speci ¢ instancefrom this study a small portion of a sim-
ulatedsuney form that purportedto re ect a respondeng
attitudeson a numberof politically relatedissues.This es-
tablishesa context underwhich a testsubjects evaluation
of a mamginal ballot marking may be biased. Establishing
thedeterminant®f suchjudgmentds animportantelement
of our ongoingresearch.In particular we are examining
therelative effectsof thesocialcharacteristicef thejudges
(partisanshipage,etc.) and contextual information (votes
on the sameballot on relatedquestions)provided by dif-
ferentballot designsin judgmentshumanevaluatorsmake
regardingvoterintent.

We areplanningto conductexperimentghatmayleadto
simplewaysof avoiding suchbias. Theseexperimentswill
make useof the ballotimagesgeneratedisingthe software
describecearlier

Onesetof experimentswill consistof comparinghuman
vote countsusingcontet versushumancountswithout us-
ing contet (oddly called “blind recording”). Context is
presentwhenenoughof the ballot is visible to the human
counterto identify the party, candidate or propositionfor
which a vote was cast. Contet is absentwhen only the
mark areais displayed. The screensnapshotén Figure5
illustratesthe stepsrequiredto eliminatecontext andenable

Hillary Clinton g

Hillary Clinton g
Rudi Giuliani Rudi Giuliani

Figure 4. Fragments from our study examin-
ing human interpretation of a simulated po-
litical survey. Left: interpreted as a vote for
Clinton 15% of the time and a vote for Giu-
liani 2% of the time. Right: interpreted as a
vote for Clinton 10% of the time and a vote
for Giuliani 12% of the time.

blind audits.

This gure againdepictsthe BallotTool software, this
time runningin a differentmode. The topmostimage(a)
in Figure5 shavs the original ballot with all labelsvisible.
The middle image (b) shaws the ballot with the candidate
labels obscured(recall that in an election, the candidates
neednot be human- they merelyreferto the optionspre-
sentedto the voter). The lower image(c) is the one the
humanauditor actually sees. Here the voter choiceshave
beenrandomlyshufed sothatthe humaninterpretationis
basedentirely on the visible marks(including othermarks
madeby the voteron the samepage) without ary informa-
tion abouttheactualchoicesthe voterhasmade.

Also shawn in the lower screensnapshotn Figure5 is
anenlagedcloseupview of themarkthatis currentlyunder
thecursor Thisis providedasa aid to the humanjudgein
interpretingthemark. Thejudgecanindicateavote/no-\ote
decisionby clicking onthemarkin question As seenin the
gure, severalmarkshave alreadybeenannotatedsvotes;
theseappeamwith redoutlines.

Semi-automatingthe processingof election recounts
couldaddres®neof the mostpressingandwell-publicized
issuesin moving to papersupportfor electronicvoting.
While RES, the RemoteEncodingSystem(humanencod-
ing of postaladdressimages),hasbeenan economicsuc-
cessfor the U.S. PostalService we musttake into account
the additionallegal and social constraintsmposedin the
caseof elections.WhetheranapproacHik e theonewe are
proposingwould be acceptedasa replacementor the cur-
rent( a wed)socialprocesss aquestiorwe planto explore.

5. Homogeneou<lassDisplay

Manually processindarge quantitiesof ballotimagesin
anauditor recountis atediousanderrorproneactiity. An-
otherareaof our investigationis to explore approaches$o
facilitate detectingerrorsin machineor humaninterpreta-
tion of ballotimages.

Ourideadesignedo verify automatedanarksenseounts
is inspiredby long-establishednethodsof OCR veri ca-



(a) Original ballotimage.

(b) Candidatdabelsobscured.

(c) Voter's selectiongandomlyshufed within races.

Figure 5. Unbiased visual auditing.

tion, homogeneouslassdisplay (HCD). Herethe isolated
imageswherea mark wasregisteredasa vote aregrouped
for display Theimageswherea mark was not registered
aresimilarly grouped.The positive marksaredisplayedin

groupsof, say 64 (= 8 8) simultaneouslyandthe human
operatoris asked to noteary discrepancies.The negative

instancesredisplayedin similar groupings,andagainthe
operatorwill notateary perceved discrepancies.This is

depictedin the BallotTool screersnapshofigure6, where
severalpotentialrecognitionerrorsareevidenton quick ex-

amination.

In areal application,spuriousmarkscanalsobe intro-
ducedto asses®peratorerror rate. (In someOCR service
bureausthe operatorsarenoti ed of the presencef arti -
cial errorsin orderto keepthemalert.)HCD is, in principle,
a very fastand corvenientmethodof verifying automated
counts,but it cannotbe acceptedvithout experimentalevi-
denceof its accurag.

Following the practiceof the postalRES, we intendto
conductvariationson HCD thatincludedisplayingonly tar-
getsthat werenot classi ed asmarked or blank with very

Figure 6. Homog eneous class display.

high con dence. Experiencewith high-accurag nancial
OCRandMICR (magnetidnk characterecognition)indi-
catesthat reject/errorratios of the order of 100:1 or even
1,000:1are necessaryo achiese acceptabldevels of un-
detectecerrorsat the electionprecinctlevel. Sinceerrors
within a ballot are correlated,a more sophisticatedeject
stratgy canbe basedon the con dencelevel of multiple
markson thesameballot.

Using synthetically generated(albeit arti cially de-
graded)allotsavoidstediousground-truthing.But we can
still comparehumanaccurag on the paperballots them-
selveswith humanaccurag on theirimagesasa function
of ballot quality, scanresolution,inspectionspeeddisplay
size,anddisplayquality. Theresultinginformationshould
beextremelyvaluablefor electionplanningandcommercial
developmenbf improvedvoting machinery

Auditing electionsthroughelectronicimagesof the pa-
pertrail offerscertainbene ts over auditingthe papertrail
itself. Themainadwantagds thatimage-baseduditingcan
be doneby physicallyseparate@lectioninspectorsn par
allel. Furthermorei|t is alsoin nitely repeatabléoecause
the electronicimageis preseredintact. While it might be
arguedthat only the paperballot itself is worthy of trust
giventhe recentattacksdemonstrate@n electronicvoting
systemsthis post-processingtepcouldbedevelopedinde-
pendentlyof the proprietarypositionstakenby commercial
vendorsand henceis amendabldo an opensourcemodel
thatwould permit public scrutiry of the requiredsoftware
andhardware. Whethersuchauditingwould prove accept-
ableto votersis a key questionthatwe planto examineon
the socialsciencesideof our project.

Theseexperimentsareintendedto demonstratehatthe
proposedoroceduresanguaranted¢he absencef system-
atic bias,andto determinehow mary duplicateinspections
arerequiredto reducethe expectednumberof randomer-



rorsto ary pre-speci edlevel thatis acceptable.

6. Conclusions

In this paper we have presentedour BallotTool sys-
temwhichis designedo supporta multi-institution, cross-
disciplinary researchproject examining issuesthat arise
when paperballots are usedin elections. While sharing
somecommontraits with other documentanalysisappli-
cations,ballot processings in mary waysunique. We dis-
cussedsomeof the specialconstraintsaisedin readingbal-
lots asopposedo moregeneraldocumenimages,andde-
scribedour approacheso severalimportantproblems,in-
cluding eliminating humanbiasin the auditing of ballots
andfacilitatingthe detectionof machinerecognitionerrors.
Currentresultscanbefoundonthe PERFECTwebsite[22].
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