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Abstract

Asa resultof well-publicizedsecurityconcernswith di-
rect recording electronic (DRE) voting, there is a growing
call for systemsthat employsomeform of paperartifact to
providea veri�able physicalrecord of a voter's choices.In
this paper, we presenta systemwe are developingto sup-
port a multi-institution,cross-disciplinaryresearch project
examining issuesthat arise whenpaper ballots are used
in elections. We survey the motivatingfactors behindour
work, discussthe specialconstraints raisedin processing
ballotsas opposedto more general documentimages,and
describethecurrentstatusof our system.

1. Intr oduction

Florida's infamous“butter�y ballot” and its “hanging
chads,” resultingin politically-chargedcalls for a recount
during the 2000 U.S. PresidentialElection, have initiated
themostdramaticseriesof changesin America'svotinghis-
tory. Soonafter thesubsequentpushfor widespreadadop-
tion of electronicvoting equipment,computersecurityex-
pertsandconcernedcitizensbeganraisingseriousquestions
about the reliability and trustworthinessof suchsystems
whencollecting,storing,andtabulatingvotes[3, 6, 7, 8, 14,
23]. Direct RecordElectronic(DRE) voting, onceseenas
a straightforwardalbeit expensive solution,is increasingly
viewedasanunacceptablecompromise[5, 20]. As a result,
thereis agrowing call for votingsystemsthatemploy some
form of paperartifactto provideaveri�able physicalrecord
of avoter'schoices.Often,this takestheform of ahand-or
machine-markedpaperballot which is processedby anop-
tical scanningsystemandthensafelysecuredin theeventa
recountbecomesnecessary.

Paperis notnew to elections,of course,andissuesrelat-
ing to thedesignanduseof paperballotshave beenexten-
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sively studiedin the past[9, 15]. Mark-sensereaderspre-
cededOCRby severaldecades:theIBM 805TestScoring
Machinewasintroducedin 1937.Becausepunchcardtech-
nologywasalreadywell developed,it waseasyto addsen-
sorsto detectconductive marksmadeby “electrographic”
pencils. Optical Mark Recognition(OMR), introducedin
the 1950's, measuredre�ectivity insteadof resistance,al-
lowing useof amuchwiderrangeof writing instrumentsfor
multiple choiceexaminations. For standardizedexamina-
tions,thequestionswereprintednext to the“bubbles.” For
low volumetests,general-purposeanswersheets,with num-
beredrows andcolumnsof bubbles,wereusedin conjunc-
tion with an instructionsheet.Thebubbleswererelatively
largeandthemarkshadto �ll mostof thebubblein orderto
be surelysensed.This technologywaseventuallyadapted
to electionballotsmodeledon theclassicAustraliansecret
ballotswhich hadbeenin usesince1858(whenthey were,
of course,countedby hand).

Thedevelopmentof reliable,low-costfacsimilescanners
had an impact on OMR just as it did on OCR. The sen-
sorsnow swepttheentirepage,andevensmallmarkswere
coveredseveraltimesby severalsensorsasthepapertrans-
port slid the pageunderthe sensorbar. Imageprocessing
techniquescouldnow beappliedto discriminatemarksac-
cordingto shapeandcolorratherthanonly totalre�ectance.
This leadto new designsfor morespace-ef�cient andmore
easilyapplicablemarks,suchashorizontalor vertical line
segmentsin adiamond,or �lling a gapin abrokenarrow.

Despite this history, introducing (or, rather, re-
introducing)paperinto the modernelectionprocessis not
without its own controversy. While therearea myriad of
non-technicalconcernsthathavebeenvoiced,rangingfrom
a feelingthatpaperis “old fashioned,” to worriesaboutin-
creased“litter,” andtheaddedcostof therequiredconsum-
ables(paperballots,ink/tonerfor printers,etc.),eliminating
or mitigatingdrawbacksassociatedwith hardcopy offersan
intriguing setof problemsthat merit seriousconsideration
by thedocumentanalysisresearchcommunity.

In a draft report on Voluntary Voting SystemsGuide-
linesfor 2007[4], theSecurityandTransparency Subcom-
mitteefor theTechnicalGuidelinesDevelopmentCommit-
teeof the National Instituteof StandardsandTechnology



(NIST) observesthat the useof paperto provide indepen-
dentauditingcapabilitiesin electionsis entirely practical,
but that thereareundeniablyopentechnicalissuesthatcan
andshouldbeaddressed:

“The widespreadadoptionof voting systemsin-
corporating paper did not seem to causeany
widespreadproblemsin theNovember2006elec-
tions. But, the useof paperin electionsplaces
morestresson (1) thecapabilitiesof voting sys-
temtechnology, (2) of votersto verify their accu-
racy, and(3) of electionworkersto securelyhan-
dletheballotsandaccuratelycountthem.Clearly,
the needsof voters and election of�cials need
to be addressedwith improvedandnew technol-
ogy. The STSbelievesthat currentpaper-based
approachescan be improved to be signi�cantly
moreusableto votersandelectionof�cials ...”

Today, paperis treatedasan“add-on”whenit shouldbean
integralcomponentin trustworthyvotingtechnology. Much
attentionis now beingpaid to otherpartsof electionsys-
tems;substantialbene�ts shouldlikewiseaccruewhenpa-
perartifactsareaccordedtheattentionthey deserve.

Examplesof the issuesfacedin usingpaperabound.In
ChesterCounty, Pennsylvania,a closeelectionthat would
determinethe majority party in the StateHouseof Rep-
resentatives was disputedwhen one party insistedthat a
recountbe conductedby running the optical scanballots
througha differentbrandof scannerhardware,noting that
thetalliescanvary dependingon thesystemin use[1]. In-
terestingly, the samerecommendationarosein consulting
�rm Booz Allen Hamilton's analysisof a well-publicized
problem in scoring the October2005 SAT test [2]. An
apparentdiscrepancy betweenpaperballots that hadbeen
machine-countedversusthosethat hadbeenhand-counted
led to a heateddebatein the2008New HampshireDemo-
craticPrimary[24].

Thereis, of course,a connectionbetweenballot read-
ing andautomaticformsprocessing,a topicwhichhasbeen
heavily studiedin our �eld (e.g., [11, 12, 13]), aswell asto
thescoringof standardizedtests,asnotedearlier. Process-
ing paperballotsusedin electionsdiffers from theseother
tasksin importantways,however. The rangeof individu-
alswho usea paperballot is likely to bemuchgreaterthan
otherformsapplications,sinceall citizensmeetingcertain
basicrequirementsareentitledto vote in a country's elec-
tions. A certainpercentageof votersareonly semi-literate,
non-nativespeakers,or suffer from variousdisabilitiesthat
mayinterferewith theirability to reador markaballot. An-
other requirementwhich can be legally mandatedis that
ballotsmustpreserve a voter's anonymity. This precludes
includingany uniqueidenti�er on the ballot in advanceof
theelection,aswell asattemptsto contactavoterafter-the-

factshouldhis/herselectionsproveunreadable.Sinceelec-
tionsareheldinfrequently, votingequipmentsitsunusedfor
months-on-end,often in storageenvironmentsthat arenot
conduciveto longevity of thehardware.Maintainingchain-
of-custodyis a critical securityrequirementfor all election
records.Finally, while thereis nodirect�nancial interestin
anelection'sresults,thereis tremendouspublic interest;the
processof castingandcountingvotesmustbe transparent
andtrustworthy.

In thispaper, wepresentasoftwaresystemwearedevel-
oping to supporta multi-institution, cross-disciplinaryre-
searchprojectexaminingissuesthatarisewhenpaperbal-
lots areusedin elections.Our BallotTool applicationcon-
sistsof a collection of software componentsintegratedin
a graphicaluserinterfacewith versionsthat run underthe
Linux and Microsoft Windows operatingsystems. Func-
tionality is providedfor anumberof documentanalysisand
humanfactorsexperimentsweareplanningto conduct.

While our examplesaredrawn from recentexperiences
in theUnitedStates,many of thequestionswe arestudying
have implicationsin other countriesas well; with the in-
stantaneouscommunicationprovidedby theInternet,avot-
ing systemproveninsecurein onelocalecannotbe trusted
in any other. We survey themotivating factorsbehindour
project,discussthespecialconstraintsraisedin processing
ballotsasopposedto moregeneraldocumentimages,and
describethe currentstatusof our system. Furtherdetails
concerningour ongoingwork can be found on the PER-
FECTprojectwebsite[22].

2. Issuesin Electronic Voting Research

Thesystemwearebuilding consistsof anumberof soft-
ware componentsfor supportingvoting researchcentered
aroundpaperballots. This includestools for de�ning bal-
lot layouts,processingvotedballots,conductingrecounts,
andcon�rming theaccuracy of machineballot reading.We
arealsodevelopingframeworks for conductinglarge-scale
studiesof humanand computerperformancein interpret-
ing themarksmadeby voterson ballots.Below, we brie�y
highlightsomeof thebasicproblemsweareworking to ad-
dressin our research:

� Undetectedfailuresin themachinereadingof ballots.
As notedpreviously, thereis usuallynowarningwhen
recognitionerrorsarisein opticalscansystems[1, 2];
processingtheballot a secondtime may leadto a dif-
ferentresult[25].

� Systematicerrors dueto ballot layout. Our pastwork
in OCR demonstratedthat recognitionerrorsare not
uniformly distributedacrossthe page[17]; the same
observation may be true of ballots,a fact which may
disadvantageonecandidateover anotherbasedpurely



Figure 1. BallotT ool system displa ying the Lehigh-Muhlenber g sim ulated sur vey form.

on wherea nameappearson the ballot sheet. (It is
alreadywell understoodthatballot layoutcanhave an
impactonvoterbehavior.)

� High costof manualrecounts. Recountingall of the
ballots in a large geographicareacan be expensive,
bothin termsof time andmoney.

� Humanerror andhumanbiasin performingauditsand
recounts. While humanballot readersaredeservingof
moretrustthanmachines,at leastasof today, they also
bring with thempersonalbiaseswhich mayintention-
ally or unintentionallyaltertheoutcomeof anelection.
Recountsalsopresentopportunitiesfor collusion.

� Computer “hackers” attempting to manipulate the
vote. This fear is the driving force behindthe push
toward paperballots, but it shouldbe notedthat the
electronicsof optical scansystemshave beenproven
to bejust asvulnerableasDRE systems[7, 10].

� Traditional ballot-boxstuf�ng . While thereis no such
thing as a perfectly securevoting system,someap-
proachesare safer than others,a mantrathat should
be always kept in mind. Low-tech approacheshave

undoubtedlyresultedin the theft of more elections
throughouthistory than the currentcyberthreatsthat
now receivesomuchmediaattention.

� Theneedto preserveanonymity. Many solutionsthat
cometo mind for securingandprocessingpaperbal-
lots place the anonymity of votersat risk. It is for
this reason,for example,that currentapproachesfor
providing aVoterVeri�ed PaperAudit Trail (VVPAT),
analternative thathasbeenproposedto paperballots,
cannotbecerti�ed for usein Pennsylvaniaandcertain
otherstates.Sinceexisting VVPAT printersmaintain
their audit trails sequentially, it would be possibleto
recover a voter's votesby noting the order in which
peopleusethe machineandlater obtaininga copy of
the papertape. Likewise, schemesfor pre-printinga
uniqueID oneachballotalsofall undersuspicion.

� Voter error. As noted previously, the rangeof in-
dividuals who vote in a country's electionsre�ects
a broad spectrumof educationallevels and literacy
skills. Somevoting technologiesaremorelikely to in-
duceerrorsthanothers;simply blaming the voter in
all suchcasesis not appropriate.TheFloridabutter�y
ballot, citedat thebeginningof our paper, is a perfect



<election ID="election001" Election="Lehigh-Muhlenberg Survey"
bb_x1="10" bb_y1="10" bb_x2="2542" bb_y2="3290">

<race ID="race001" Race="The War in Iraq" VoteFor="1"
bb_x1="350" bb_y1="1050" bb_x2="800" bb_y2="1105">

<candidate ID="cand001" Candidate="Very Important"
bbl_x1="830" bbl_y1="890" bbl_x2="1060" bbl_y2="1020"

bbt_x1="900" bbt_y1="1050" bbt_x2="990" bbt_y2="1105">
<candidate ID="cand002" Candidate="Somewhat Important"

bbl_x1="1130" bbl_y1="890" bbl_x2="1360" bbl_y2="1020"
bbt_x1="1200" bbt_y1="1050" bbt_x2="1290" bbt_y2="1105">

<candidate ID="cand003" Candidate="Not Too Important"
bbl_x1="1430" bbl_y1="890" bbl_x2="1660" bbl_y2="1020"

bbt_x1="1500" bbt_y1="1050" bbt_x2="1590" bbt_y2="1105">
<candidate ID="cand004" Candidate="Not At All Important"

bbl_x1="1730" bbl_y1="890" bbl_x2="1960" bbl_y2="1020"
bbt_x1="1800" bbt_y1="1050" bbt_x2="1890" bbt_y2="1105">

</race>
<race ID="race002" Race="Global Warming" VoteFor="1"

bb_x1="350" bb_y1="1110" bb_x2="800" bb_y2="1165">
<candidate ID="cand001" Candidate="Very Important"

bbl_x1="830" bbl_y1="890" bbl_x2="1060" bbl_y2="1020"
bbt_x1="900" bbt_y1="1110" bbt_x2="990" bbt_y2="1165">

,,,

Figure 2. Por tion of the de�nition �le for the Lehigh-Muhlenber g sim ulated sur vey form.

exampleof this.

� Interpretation of marginal markings. The crux for
much of what we are studying is that two different
ballot readers– humansand/ormachines– mayinter-
pret thesamemarkingdifferently. Suchmarkingsare
called“marginal,” which is, of course,a relative term.
Whetheror not theballot includesexplicit instructions
for how it shouldbe marked, andwhetheror not the
voter follows suchinstructions,legislation is usually
written in termsof voter intent. In otherwords,mark-
ings thatappearto re�ect a voter's desiresshouldnot
bedisquali�ed for purelytechnicalreasons.

� Testingand certi�cation of electronic voting systems.
While thefederalandstategovernmentsostensiblytest
andcertify electronicvoting systemsbeforethey can
be usedin real elections,suchevaluationsare rudi-
mentaryat best. In Pennsylvania, for example,opti-
cal scansystemsaretestedby running12 ballotsand
con�rming that the tallies arecorrect. The shortcom-
ingsof this currentapproachto governmentquali�ca-
tion was dramaticallydemonstratedwhen California
andOhiocontractedwith independentsecurityconsul-
tantsto testvotingsystemsusedin their states,only to
�nd numerousserioussecurityholesthat hadpassed
theoriginal certi�cation process[5, 20].

3. The BallotTool System

In thissection,wedescribetheprototypeBallotTool sys-
temwe arebuilding to supportour researchonpaper-based
ballot processing.BallotTool containsa collectionof use-
ful softwarecomponentsfor manipulatingballotimagesand
theirassociatedmetadata.TheBallotTool graphicaluserin-
terface(GUI) is written in thepopularTcl/Tk scriptinglan-
guage[21] with versionsthatrun underboththeLinux and
MicrosoftWindowsoperatingsystems,whereit alsomakes
useof thestandardNetpbmopensourcetoolkit for manipu-
latingimage�les [19]. Althoughourplannedwork coversa
broadrangeof questions,many of themarecenteredaround
theimageof a singleballot. Ratherthandevelopa separate
programfor eachtask,BallotTool providescommonfunc-
tionality that is sharedacrossa numberof differentappli-
cations,aswill bedescribedin theremainderof this paper.
SeeFigure1 for a screensnapshotof BallotTool in oneof
its operatingmodes:de�ning abasicballot layout.

Underlying the BallotTool systemis an XML-lik e lan-
guagewe have developedfor describingballotsandelec-
tions.This providesa commonrepresentationalframework
for all of theapplicationsweplanto study. Input is assumed
to bea blankballot imagein PDFor TIF format. Metadata
is built up throughhumaninteractionwith the system,or,
in certaincases,generatedautomatically. Figure2 shows



a fragmentof the speci�cationcorrespondingto the ballot
from Figure1.

3.1. Ballot De�nition

In additionto specifyingthe boundingbox coordinates
for relevant regionson thepage,ballot de�nition mustde-
scribethe logical components(i.e., the semantics)of the
electionin question. Brie�y , an electionconsistsof some
numberof races, andeachracecontainssomenumberof
candidates.1 A votermightcastavotefor oneor morecan-
didatesin eachrace.Someelectionspermitmultiple votes
in a givenrace,while othertimesthis would beconsidered
an “overvote” which invalidatesall the voter's choicesin
that race. Undervoting (castingfewer votesin a racethan
oneis permitted)is alsoapossibilitythatmustbeaccounted
for, of course.

Our ballot de�nition �le format is designedto be suf�-
cientlyexpressiveto handleall of our intendedapplications
throughoutthecourseof theproject.

3.2. Ballot In terpretation

As notedearlier, asigni�cant portionof ourresearchsur-
roundstheissueof voterintentandthewaysit mightbein-
terpretedby humanandmachineballot readers.Thenotion
of “ground-truth”– thatis, thesinglecorrectanswerasde-
terminedby ahumanobserverwhichthemachinethentries
to obtain– haslessrelevanceherethanit doesin traditional
documentanalysisexperiments[16].

BallotTool supportsthecollectionof vote/no-votejudg-
mentsfrom humanjudgesin an intuitive, point-and-click
fashion.As will bedescribedshortly, theresultsfrom ma-
chineprocessingof ballot imagescanbedisplayedfor hu-
manfeedbackaswell. In concertwith our ballot speci�ca-
tion language,allowancesaremadefor multiplecon�icting
interpretationsfor eachmark.2

3.3. Synthetic Ballot Generation

Our researchonpaperballotprocessingincludesanum-
berof datacollectionandgenerationactivities thatarede-
scribedmore fully in a companionpaper[18]. Here we
brie�y note that while it is often possibleto obtain blank
ballot images,realballotsthathave beenmarkedby voters
for usein an electionarenormally subjectto legal restric-
tions. Barriers to obtaining“li ve” dataare not unknown

1It shouldbe understoodthat thesetermsareusedabstractly. Candi-
dates,for example,neednot be human,rather, they are choicesa voter
makesin responseto thequestionposedby arace.Thispoint is illustrated
by theexamplein Figures1 and2.

2Of course,in realelections,suchcon¯ictsmusteventuallyberesolved
throughprocessesdictatedby relevant legislationand/orthelegal system.

in the �eld of documentanalysisresearch(scannedcheck
imagesare likewise consideredsensitive, for obvious rea-
sons),but this may be oneapplicationareawherethehur-
dlesareinsurmountable.Hence,we arecurrentlyconduct-
ing ourown datacollectionactivitiesusing“simulated”bal-
lots (e.g., the Lehigh-Muhlenberg survey form shown ear-
lier), aswell asdevelopingtoolsfor generatinglargequan-
titiesof realistic-lookingsyntheticballot images.

For generatingsyntheticballotimages,therelevant�elds
from theballotspeci�cationincludetheracede�nitions (the
candidatesin eachrace,the maximumnumberof choices
permitted,theratesat whicheachcandidatereceivesa vote
if the ballot is beinggeneratedrandomly, etc.), aswell as
thephysicallocationsof theappropriatemarktargets(e.g.,
theovalswhich thevoter is expectedto �ll in, indicatedin
orangein Figure1).

In addition to the ballot substrate,ballot synthesisalso
requiresa supplyof previously drawn markings. This can
be assembledin any of several ways: scannedoff of pa-
per ballots,drawn on-screenusinga digitizing tablet,etc.
Markscanbeaddedto theballot imageeitherby superim-
posingthemon the target (in this case,the mark mustbe
drawn with a transparentbackground)or by replacingthe
target/markcombinationasasinglecomponent.

Our softwareconvertsballot andmark imagesto PNM
formatbeforethey aremanipulated.Image-basedtransfor-
mationsareprovidedso that a singlemark canbe given a
varietyof visiblemanifestations.Markscanbescaledinde-
pendentlyin the x- andy-dimensions,andthey canbe ro-
tatedby anarbitraryamount.Thecolorof themarkcanalso
beremappedbeforeit is placedin theballot image.Finally,
thenew ballot imageis convertedto TIF formatusingLZW
compression.A PDFversion(for printingpurposes)is also
createdat thesametime. Examplesof thevariationscreated
from a singleinputcheckmarkareshown in Figure3.

Figure 3. Variations synthesiz ed from a sin-
gle input checkmark.

Completecollections of synthetic ballots (i.e., “elec-
tions”) possessingcertaindesiredpropertiescan,of course,
be generatedjust aseasily. The speci�cation in this case
includesthe numberof ballots(voters),selectionratesfor
eachcandidate(includingpossiblecorrelationsbetweenre-
latedcandidates),overvoteandundervoterates,etc.



4. UnbiasedVisual Auditing

Oneof the goalswe arepursuingin our researchis the
developmentof semi-automatedtoolsto helpeliminatehu-
manbias in auditingelectionresults. Bias arisesbecause
peoplenaturallyhave an inherentpreferencefor particular
candidatesor issues.

Currentproceduresfor manuallyrecountingpaperbal-
lotscanberegardedaslargelysocialprocesses,with two or
more representatives from competingpolitical partiesex-
amining eachballot one-by-oneand debating,sometimes
heatedly, whetheragivenmarkshouldbecountedasavote.
While suchaprocessis ostensiblyintendedto minimizethe
effectsof bias,it clearlyis suspect.Electionfraudcouldbe
carriedout by attemptingto manipulatetheangleat which
a ballot is viewed by the otherparty, or by surreptitiously
addingspuriousmarksto ballots,therebyinvalidatingthem
(becauseof con�icting marks)in subsequentrecounts. If
votesare countedon displaysof digital ballot imagesin-
stead,thesesubterfugesare renderedessentiallyunwork-
able. Thereremains,however, thepossibility of voluntary
or involuntarybiasin counting.

Usingour softwarefor creatingsyntheticballot images,
two colleaguesfrom thesocialsciencesarenow performing
a studyof how humanevaluatorsjudgeballot marks. The
resultsdemonstrateimportantvariationin how peoplejudge
voterintent,animportantcriterionusedin many stateelec-
tion laws. In somecasesnearlyidenticalmarksarejudged
very differently by humanevaluators. Figure 4 depictsa
speci�c instancefrom this study, a small portion of a sim-
ulatedsurvey form that purportedto re�ect a respondent's
attitudeson a numberof politically relatedissues.This es-
tablishesa context underwhich a testsubject's evaluation
of a marginal ballot markingmay be biased.Establishing
thedeterminantsof suchjudgmentsis animportantelement
of our ongoingresearch.In particular, we areexamining
therelativeeffectsof thesocialcharacteristicsof thejudges
(partisanship,age,etc.) andcontextual information(votes
on the sameballot on relatedquestions)provided by dif-
ferentballot designsin judgmentshumanevaluatorsmake
regardingvoterintent.

Weareplanningto conductexperimentsthatmayleadto
simplewaysof avoiding suchbias.Theseexperimentswill
makeuseof theballot imagesgeneratedusingthesoftware
describedearlier.

Onesetof experimentswill consistof comparinghuman
votecountsusingcontext versushumancountswithout us-
ing context (oddly called “blind recording”). Context is
presentwhenenoughof the ballot is visible to the human
counterto identify the party, candidate,or propositionfor
which a vote was cast. Context is absentwhen only the
mark areais displayed. The screensnapshotsin Figure5
illustratesthestepsrequiredto eliminatecontext andenable

Figure 4. Fragments from our stud y examin-
ing human interpretation of a sim ulated po-
litical sur vey. Left: interpreted as a vote for
Clinton 15% of the time and a vote for Giu-
liani 2% of the time . Right: interpreted as a
vote for Clinton 10% of the time and a vote
for Giuliani 12% of the time .

blind audits.
This �gure againdepictsthe BallotTool software, this

time running in a differentmode. The topmostimage(a)
in Figure5 shows theoriginal ballot with all labelsvisible.
The middle image(b) shows the ballot with the candidate
labelsobscured(recall that in an election, the candidates
neednot be human– they merelyrefer to theoptionspre-
sentedto the voter). The lower image(c) is the one the
humanauditoractuallysees.Here the voter choiceshave
beenrandomlyshuf�ed so that thehumaninterpretationis
basedentirelyon thevisible marks(includingothermarks
madeby thevoteron thesamepage),without any informa-
tion abouttheactualchoicesthevoterhasmade.

Also shown in the lower screensnapshotin Figure5 is
anenlargedcloseupview of themarkthatis currentlyunder
thecursor. This is providedasa aid to thehumanjudgein
interpretingthemark.Thejudgecanindicateavote/no-vote
decisionby clicking onthemarkin question.As seenin the
�gure, severalmarkshave alreadybeenannotatedasvotes;
theseappearwith redoutlines.

Semi-automatingthe processingof election recounts
couldaddressoneof themostpressingandwell-publicized
issuesin moving to papersupport for electronicvoting.
While RES,the RemoteEncodingSystem(humanencod-
ing of postaladdressimages),hasbeenan economicsuc-
cessfor theU.S.PostalService,we musttake into account
the additional legal and social constraintsimposedin the
caseof elections.Whetheranapproachlike theonewe are
proposingwould beacceptedasa replacementfor thecur-
rent(�a wed)socialprocessis aquestionweplanto explore.

5. HomogeneousClassDisplay

Manuallyprocessinglargequantitiesof ballot imagesin
anauditor recountis atediousanderror-proneactivity. An-
otherareaof our investigationis to explore approachesto
facilitatedetectingerrorsin machineor humaninterpreta-
tion of ballot images.

Ourideadesignedto verify automatedmarksensecounts
is inspiredby long-establishedmethodsof OCR veri�ca-



(a)Originalballot image.

(b) Candidatelabelsobscured.

(c) Voter's selectionsrandomlyshuf�ed within races.

Figure 5. Unbiased visual auditing.

tion, homogeneousclassdisplay(HCD). Herethe isolated
imageswherea markwasregisteredasa votearegrouped
for display. The imageswherea mark wasnot registered
aresimilarly grouped.Thepositive marksaredisplayedin
groupsof, say, 64(= 8 � 8) simultaneously, andthehuman
operatoris asked to noteany discrepancies.The negative
instancesaredisplayedin similar groupings,andagainthe
operatorwill notateany perceived discrepancies.This is
depictedin theBallotTool screensnapshotFigure6, where
severalpotentialrecognitionerrorsareevidentonquickex-
amination.

In a real application,spuriousmarkscanalsobe intro-
ducedto assessoperatorerror rate. (In someOCRservice
bureaus,theoperatorsarenoti�ed of thepresenceof arti�-
cial errorsin orderto keepthemalert.)HCD is, in principle,
a very fastandconvenientmethodof verifying automated
counts,but it cannotbeacceptedwithout experimentalevi-
denceof its accuracy.

Following the practiceof the postalRES,we intendto
conductvariationsonHCD thatincludedisplayingonly tar-
getsthat werenot classi�ed asmarked or blank with very

Figure 6. Homog eneous class displa y.

high con�dence. Experiencewith high-accuracy �nancial
OCRandMICR (magneticink characterrecognition)indi-
catesthat reject/errorratiosof the orderof 100:1or even
1,000:1are necessaryto achieve acceptablelevels of un-
detectederrorsat the electionprecinctlevel. Sinceerrors
within a ballot are correlated,a more sophisticatedreject
strategy can be basedon the con�dencelevel of multiple
markson thesameballot.

Using synthetically generated(albeit arti�cially de-
graded)ballotsavoidstediousground-truthing.But we can
still comparehumanaccuracy on the paperballots them-
selveswith humanaccuracy on their imagesasa function
of ballot quality, scanresolution,inspectionspeed,display
size,anddisplayquality. Theresultinginformationshould
beextremelyvaluablefor electionplanningandcommercial
developmentof improvedvotingmachinery.

Auditing electionsthroughelectronicimagesof the pa-
per trail offerscertainbene�ts over auditingthepapertrail
itself. Themainadvantageis thatimage-basedauditingcan
bedoneby physicallyseparatedelectioninspectorsin par-
allel. Furthermore,it is also in�nitely repeatablebecause
theelectronicimageis preservedintact. While it might be
arguedthat only the paperballot itself is worthy of trust
given the recentattacksdemonstratedon electronicvoting
systems,thispost-processingstepcouldbedevelopedinde-
pendentlyof theproprietarypositionstakenby commercial
vendorsandhenceis amendableto an opensourcemodel
that would permit public scrutiny of the requiredsoftware
andhardware. Whethersuchauditingwould prove accept-
ableto votersis a key questionthatwe planto examineon
thesocialsciencessideof our project.

Theseexperimentsareintendedto demonstratethat the
proposedprocedurescanguaranteetheabsenceof system-
atic bias,andto determinehow many duplicateinspections
arerequiredto reducethe expectednumberof randomer-



rorsto any pre-speci�edlevel thatis acceptable.

6. Conclusions

In this paper, we have presentedour BallotTool sys-
temwhich is designedto supporta multi-institution,cross-
disciplinary researchproject examining issuesthat arise
when paperballots are usedin elections. While sharing
somecommontraits with other documentanalysisappli-
cations,ballot processingis in many waysunique.We dis-
cussedsomeof thespecialconstraintsraisedin readingbal-
lots asopposedto moregeneraldocumentimages,andde-
scribedour approachesto several importantproblems,in-
cluding eliminating humanbias in the auditing of ballots
andfacilitatingthedetectionof machinerecognitionerrors.
CurrentresultscanbefoundonthePERFECTwebsite[22].
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