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Abstract— In this paper we present a general framework for
networked control systems, where all components are assumed
to be connected through a communication network. We use
the uncertainty threshold principleto show that under certain
conditions there is a rate for dropped packets for which an
undisturbed networked control system is mean square stable.

I. I NTRODUCTION

Networked control systemsare systems whose sensors,
actuators, estimator units, and control units are connected
through communication networks [1] [2] [3] [4]. This type of
system has the advantage of greater flexibility with respect
to traditional control systems. Also, it allows for reduced
wiring, as well as a lower installation cost. It also permits
greater agility in diagnosis and maintenance procedures.
Examples of such systems can be seen in aircrafts or manu-
facturing plants.

Unlike regular control systems, in networked control sys-
tems the synchronization between different sensors, actuators
and control units is not guaranteed. Furthermore, there is no
guarantee for zero delay or even constant delay in sending
information from sensors to the control units and control
signals from the control units to the actuators. When there
is congestion in the communication network, some packets
are dropped to either reduce the queue size in the path
or to inform the senders to reduce their transmission rates
[5] [6]. In real time systems, particularly control systems,
delays or dropped packets may be catastrophic and may cause
instability in the control system.

The communication network in the feedback loop makes
the analysis and design of networked control systems com-
plex. The tools and methods developed in conventional
control theory are not enough for this analysis and should
be modified to account for the additional complexity.

In [1] the stability of networked control systems for a
continuous plant and a continuous controller is studied. The
model of the network in this reference is a bus that all sensors
and actuators have access to but only one sensor or actuator
can access the bus at a time. There the authors introduce
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a protocol to schedule the use of shared resources and the
modelled delay is due to this scheduling.

To reduce the required bandwidth for the networked con-
trol system in [2], the controller uses an estimate of the state
of the system. When the error of the estimate is bigger than a
certain threshold, the true value of the state of the system (or
part of it) is transmitted. Similarly to [1], in [2] the network
model is a dedicated network for the control systems and
the packet dropping and packet delay is not considered in
the analysis.

In [3] the stability of the control system is studied under
the networked induced delay and dropped packets. In the
analysis of stability in the presence of packet dropping, it is
assumed that the full information of the state is transmitted
through the network and it may be lost because of the
dropped packets in the network. On the other hand, the
control command is sent directly to the plant, therefore, the
network is not used for transmitting the control signal. With
these assumptions in the model of networked control sys-
tems, the authors use the stability analysis for asynchronous
dynamical systems to find the maximum packet dropping rate
under which the overall system is stable.

In [4] the stability of a linear networked control system
in the presence of dropped packets is studied. As in [3], the
controller is directly connected to the plant, therefore, there
are no dropped packets for the control signal. The authors
in [4] allow imperfect observation of the state of the system.
Stability analysis for the networked control system in this
reference is based on the stability of Markov jump linear
systems.

In the present paper we give a general framework for
networked control systems. Under this framework all com-
ponents, including sensors, actuators, estimator(s), and con-
troller(s), are assumed to be connected through a commu-
nication network. We do not assume that this network is
dedicated to the control system, so other types of traffic
are allowed to use the same media. We consider network
delay in our analysis only inasmuch as it relates to dropping
packets due to an extensive delay, and the effect of this on
the stability of the system. Here we focus our attention on the
packet dropping phenomena caused by network congestion
avoidance mechanisms.

In Section II we present the problem setup based on a
linear quadratic Gaussian control problem and we state the
network model. We argue that theseparation theorem for
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Fig. 1. Control system without network.

linear systems and quadratic cost[7] does not apply to the
general framework of networked control systems. Therefore,
we use a suboptimal method to simplify the calculation of
the estimator and controller. In Section III we show that
under certain conditions the existence of the solution to the
Riccati-like equation and the mean square stability of the
networked control system with perfect state information is
guaranteed. In Section IV we give the conditions under which
an undisturbed networked control system with imperfect
state observation is mean square stable. In Section V we
present numerical examples and simulations. Finally, in the
last section we present our conclusions for this paper and we
lay out future research.

II. PROBLEM DEFINITION

Consider the feedback control system in Figure 1:

xk+1 = Akxk +Bkuk + wk

yk = Ckxk + vk ,
(1)

wherexk ∈ Rn is the state of the system,yk ∈ Rm is the
observation,uk ∈ Rd is the control,vk ∈ Rm andwk ∈ Rn

are independent discrete time white Gaussian processes, and
Ak, Bk, andCk are known matrices with proper dimensions.
We consider the quadratic cost function

1
N
E

{
xT

NQNxN +
N−1∑
k=0

(xT
kQkxk + uT

kRkuk)

}
, (2)

whereRK is a positive definite matrix andQk is a positive
semidefinite matrix. It is well known that with the quadratic
cost in (2) and an admissible controluk = µk(Ik), where
Ik = {y0,y1, · · · ,yk,u0,u1, · · · ,uk−1} is the information
vector andI0 = {y0} is the initial information vector, the
optimal control problem has a solution as follows [7]

µ∗k(Ik) = LkE{xk|Ik},
Lk = −(Rk +BT

k Kk+1Bk)−1BT
k Kk+1Ak ,

(3)

where matrixKk is given recursively by the Riccati equation

KN = QN ,
Pk = AT

kKk+1Bk(Rk +BT
k Kk+1Bk)−1

BT
k Kk+1Ak ,

Kk = AT
kKk+1Ak − Pk +Qk .

(4)

Since the system is linear and the noise process is assumed
to be Gaussian, the conditional expectation of the state of
the system given information vectorIk can be calculated
using Kalman filtering. The solution of the Kalman filtering
problem can be written as follows [7]:

x̂k+1 = Akx̂k + Bkuk + Σk+1|k+1C
T
k+1N

−1
k+1

(yk+1 − Ck+1(Akx̂k +Bkuk))
(5)

and

x̂0 = E{x0}Σ0|0C
T
0 N

−1
0 (y0 − C0E{x0}) , (6)

where the matrices are computed off-line and are given
recursively by

Σk+1|k+1 = Σk+1|k − Σk+1|kC
T
k+1

(Ck+1Σk+1|kC
T
k+1 +Nk+1)−1Ck+1Σk+1|k

Σk+1|k = AkΣk|kA
T
k +Mk,

(7)

for k = 0, 1, · · · , N − 1, with

Σ0|0 = S − SCT
0 (C0SC

T
0 +N0)−1C0S. (8)

In these equations,Mk, NK , and S are the covariance
matrices ofwk, vk, and x0, respectively, and we assume
that wk andvk have zero means.

Consider now the case wherewn and vn are stationary,
the system is time invariant, and the matrices defining the
cost in (2) are constant in time. Therefore, we can drop the
time index. Assume that the pair(A,B) is controllable and
the pair(A,Q1/2) is observable, whereQ = (Q1/2)TQ1/2.
Then, for the infinite horizon case the optimal control policy
is a steady-sate policy and is given by [7]

µ∗(Ik) = Lx̂k , (9)

where

L = −(R+BTKB)−1BTKA , (10)

and K is the unique positive semidefinite solution of the
algebraic Riccati equation

K = AT (K −KB(R+BTKB)−1BTK)A+Q. (11)

By a similar argument, if the pair(A,C) is observ-
able and the pair(A,M1/2) is controllable, whereM =
(M1/2)TM1/2, then ask −→∞, x̂k can be generated by a
steady state Kalman filter

x̂k+1 = (A+BL)x̂k+
ΣCTN−1(yk+1 − C(A+BL)x̂k),

(12)

whereΣ is given by

Σ = Σ− ΣCT (CΣCT +N)−1CΣ, (13)

and Σ is the unique positive semidefinite solution of the
Riccati equation

Σ = A(Σ− ΣCT (CΣCT +N)−1CΣ)AT +M. (14)
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Network

Fig. 2. A networked control system with single connection to the
communication network.

Now consider system (1) whose feedback loop is closed
through a communication network. Here we assume that
a single controller uses the observation datayk, which it
receives from the plant through the network, to generate the
control commanduk. This control command is sent to the
plant through the network. For example, we assume two cases
of networked control system. In the first example (Figure
2) the plant collects all the sensor data and transmits it
to the controller, then receives the control commands from
the controller and sends them to the actuators. The com-
munication between the plant and the controller is through
a communication network. In the second example (Figure
3), the plant has a series of sensors and actuators that are
distributed throughout the plant and each of these sensors
and actuators are connected to the communication network.
Therefore, they send and receive their data directly to and
from the controller.

The network in the feedback loop affects the dynamics of
the networked control system in two different ways.

The first impact of the network in a networked control
system is the packet loss due to network congestion. The
data transmission protocols like TCP guarantee the delivery
of data packets. Therefore, when one or more packets are
lost the transmitter retransmits the lost packets. However,
since a retransmitted packet usually has a long delay, the
retransmitted control command packets are outdated by the
time they arrive at the actuator. Therefore, in our model,
we assume that the system discards the control commands
that are retransmitted. The sensor data packets are used in
the estimator module to estimate the state of the system, the
more data the estimator receives from the sensors the more
accurate the estimate of the state is. In other words, if a sensor
packet is lost the estimator module can proceed without the
lost packet, but when it receives the retransmitted version
of the lost sensor data packet, the estimator can use the
new information to improve the estimation error. Although
in principle this is possible, a time stamping procedure
should be used and all the receivers and transmitters should
be synchronized in order to implement it. Unlike TCP, in
UDP no packet is retransmitted and the dropped packets are
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Fig. 3. A networked control system with distributed sensors and actuators.

considered lost. This results in smaller transmission delay
which is very important for the stability of networked control
systems. We use UDP for our analysis.

The second impact of the network is the delay of the
sensor and the control command data packets. This delay
is a combination of a fixed propagation delay and a random
delay due to the congestion in the network. In this paper we
do not address the impact of the network delay on the control
system and we concentrate our attention on the lost packets.

The networked control system can be modelled by the
following set of equations:

xk+1 = Akxk +BkΘkuk + wk

yk = Ckxk + vk ,
(15)

whereΘk = diag(θ1k, · · · , θd
k) is a diagonal binary random

matrix. θi
k = 0 indicates that the control commandui

k, ith

component ofuk, is lost andθi
k = 1 indicates that this

component of the control command is delivered. Similarly
to the control command, the sensor data that arrives at the
estimator can be modelled as follows:

ŷk = Φkyk, (16)

whereΦk = diag(φ1
k, · · · , φm

k ) is a diagonal random matrix.
In this paper we assume thatΘk and Φk are i.i.d. This

assumption can be justified if the bandwidth of the commu-
nication network is much bigger than the bandwidth of the
feedback control system.

The information vector in the networked control system is
a combination of observation{yk}, control command{uk},
and control command packet delivery indicator{Θk}.

Since the random matricesΘk−1,Θk−2, · · · are not nec-
essarily observable at timek, the optimal control problem
for the networked control system in (15) and (16) and a
quadratic cost is not separable into optimal solutions for
the estimator part and the controller part. Therefore, there
is no known analytical solution for this problem. To avoid
the computationally complex numerical solution, we use an
approximate solution for the optimal control problem. In this
approximate solution, we assume that the optimal controller
and the optimal estimator can be calculated separately.



III. C ONTROLLER

With the assumptions made in the previous section the
finite horizon suboptimal control policy for the networked
control system can be calculated as follows [7]:

µk(E[x|Ik]) = LkE[x|Ik] (17)

where the gain matrixLk is given by

Lk = −ΨkE[Θk]BT
k Kk+1Ak , (18)

where

Ψk =
(
Rk + E[ΘkB

T
k Kk+1BkΘk]

)−1
,

and where the matricesKk are given by the recursive
equation

KN = QN

Kk = AT
kKk+1AK−

AT
kKk+1BkE[Θk]ΨkE[Θk]BT

k Kk+1Ak +Qk .
(19)

In the case of a time invariant system and constant matrices,
Qk andRk, it is not necessarily true that the above equation
converges to a steady-state solution even if the matricesA,
B, and Q satisfy the conditions for the existence of the
steady-state solution in (11). In fact, if the packet dropping
rate is high, i.e. the probability ofθi

k = 0 is larger than a
certain threshold,Kk diverges to infinity starting from any
nonnegative initial condition [8]. A possible interpretation for
this phenomena is that if there is a lot of uncertainty about
the system, i.e. the packet dropping rate is high, optimization
over a long period is meaningless. This phenomena has been
called theuncertainty threshold principle[9] [10].

To give the necessary and sufficient condition for the
existence of the steady-state control policy we introduce
some notations and definitions. The Moore-Penrose pseudo-
inverse of then1 × n2 matrix S is denoted by(S)+ and
defined byS

+
Sz = z, ∀z ∈ R(ST ) and S

+
z = 0, ∀z ∈

N (ST ), whereR(·) andN (·) denote its range space and
null space, respectively [11]. The space ofn× n symmetric
matrices is denoted byψn. The mappingA : ψn → ψn is
defined by [12]

AX = ATXA−ATXBΘ̄(E[ΘBTXBΘ])
+
Θ̄XA

AiX = AAi−1X.

The following theorem gives the necessary and sufficient con-
dition for the existence of the steady-state control policy[12].

Theorem 1: Assume that the pair(A,B) is controllable
and the pair(A,Q1/2) is observable. Then, for the stationary
random matrixΘk with Θ̄ = E[Θk] and E[ΘkYΘk] =
E[ΘYΘ], whereY is a d×d matrix, the forward Riccati-like
difference equation

Kk+1 = ATKkA−
ATKkBΘ̄

(
R+ E[ΘBTKkBΘ]

)−1 Θ̄BTKkA+Q
(20)

has a steady state solution ask −→ ∞ if and only if ρ̃ =
lim

i→∞
‖AiI‖1/i < 1.

One result of Theorem 1 is that an undisturbed system that
satisfies the conditioñρ = lim

i→∞
‖AiI‖1/i < 1 is stabilizable

in the mean square sense, i.e. there exists a gain matrixL
such that for the closed loop systemxk+1 = (A−BΘkL)xk,
lim

i→∞
E[‖xi‖2] = 0 for all initial conditionsx0.

Theorem 1 provides a numerical method to check the
existence of a steady-state solution for the Riccati-like
equation (20). In special cases it is possible to reduce the
burden of this numerical method to the calculation of the
spectral radius of matrixA. As an example, consider the
time invariant networked control system that is connected to
a communication network similar to the system in Figure 2.
The dynamics of the system in this case can be written as
follows

xk+1 = Axk + θkBuk + wk. (21)

The Riccati-like equation (20) for the system in (21) has the
following form

Kk+1 = ATKkA−
α2ATKkB

(
R+ αBTKkB]

)−1
BTKkA+Q ,

(22)

whereβ = 1−α is the packet dropping rate, more precisely
P (θk = 1) = α andP (θk = 0) = β. It is easy to see that
for (A,B) controllable,B square and full rank,(A,Q1/2)
observable and,R > 0, if max

i
|λi(A)| < 1/β(1/2), then

the steady state solution for the Riccati-like equation (22)
exists [8]. There is no known analytical result regarding
the existence of the steady state solution for (22) when the
matrix B is not full rank and square, but we know that for
this case ifmax

i
|λi(A)| ≥ 1/β(1/2), then lim

k→∞
Kk → ∞

[12]. Therefore, the networked control system in Figure 2
is unstable if the packet dropping rate,β, is greater than

1
max

i
(λi(A))2 .

IV. ESTIMATOR

In (17) the controller uses the output of the estimator
to generate the control command. The estimator finds the
best estimate through the conditional expectation of the state
given the information vector. The information vector consists
of the the control command, the system output received at the
estimator, and the packet delivery indicators for the control
command. To illustrate our main idea, in this section we
assume that our networked control system has a structure
similar to the system in Figure 2. The extension of the ideas
of this section to the general case is straightforward and is
given at the end of the section. The system output packets
and the control command acknowledgement packets may get
dropped passing through different nodes of the communica-
tion network. Therefore, there are several different scenarios
for the elements of the information vector at timek.

Considering all possible scenarios for the combination of
the estimator and the plant, the networked control system has



the following structure

xk+1 = Akxk + θkBkLkx̂k + wk ,

x̂k+1 =


(Ak + ϕkBkLk)x̂k + Γk(yk+1 − Ck+1

(Ak + ϕkBkΓk)x̂k) if yk delivered

(Ak + ϕkBkLk)x̂k if yk lost

(23)

whereΓk = Σk+1|k+1C
T
k+1N

−1
k+1, x̂k = E[x|Ik], andϕk =

θk + (1− θk)θ̄ is equal toθk if the control command packet
delivery indicator is delivered and is equal tōθ otherwise.
For LTI systems in the presence of dropped packets the gain
in the Kalman filter,Γk, does not reach a steady state even
if (A,C) is observable and(A,M1/2) is controllable (see
equations (5) to (14)). To simplify the stability analysis of
the networked control system we replace the estimator in
(23) with a suboptimal estimator by replacingΓk with Γ =
Σ̄CTN−1. Therefore, the overall system has the following
structure:(

xk+1

x̂k+1

)
=

[
A θkBL
ΓCA (I − ΓC)A + ϕkBL

](
xk

x̂k

)
+[

I
ΓC

]
wk +

[
0
Γ

]
vk

(24)

if yk is delivered,(
xk+1

x̂k+1

)
=

[
A θkBL
0 A + ϕkBL

](
xk

x̂k

)
+

[
I
0

]
wk, (25)

if yk is lost.
Assume the estimator in (24) has the full information of

control commands, observations, and packet delivery status
for control commands. Therefore, if(A,C) is observable
and (A,M1/2) is controllable then the covariance of the
error of the estimate is̄Σ (see equation (13)). Also, if the
conditions of Theorem 1 are satisfied then the system in
(24) is stable in the mean square sense. The question for
which we seek an answer is under what conditions is the
networked control system, with packet dropping rateβ in
forward and feedback loops, a stable system. We know that
a networked control system with perfect state information
that satisfies the conditions of Theorem 1 is mean square
stable. Therefore, the possible instability of the system in
(24-25) is due to the imperfect observation of the state of
the system. In other words, because of the error inx̂k the
control command cannot stabilize the system.

We define the transition matricesF 0, F 1, · · · , F 7 for dif-
ferent modes of operation for the network control system of
equations (24) and (25) as follows:

F 0 =
[
A BL
ΓCA (I − ΓC)A+BL

]
,

in this modeθk = 1, yk+1 andθk are delivered.

F 1 =
[
A 0
ΓCA (I − ΓC)A

]
,

in this modeθk = 0, yk+1 andθk are delivered.

F 2 =
[
A BL
ΓCA (I − ΓC)A+ θ̄BL

]
,

in this modeθk = 1, yk+1 is delivered, andθk is lost.

F 3 =
[
A 0
ΓCA (I − ΓC)A+ θ̄BL

]
,

in this modeθk = 0, yk+1 is delivered, andθk is lost.

F 4 =
[
A BL
0 A+BL

]
,

in this modeθk = 1, yk+1 is lost, andθk is delivered.

F 5 =
[
A 0
0 A

]
,

in this modeθk = 0, yk+1 is lost, andθk is delivered.

F 6 =
[
A BL
0 A+ θ̄BL

]
,

in this modeθk = 1, yk+1 andθk are lost.

F 7 =
[
A 0
0 A+ θ̄BL

]
,

in this modeθk = 0, yk+1 andθk are lost.
The mean square stability of the networked control system

is equivalent to the existence ofPi, i = 0, 1, · · · , 7 such that
[13]

Pi > 0 , F i(
7∑

j=0

piPi)F iT < Pi, i = 0, 1, · · · , 7, (26)

where pi = Pr(F = F i). Therefore, to check the mean
square stability of the system, one should solve for the
feasibility of Linear Matrix Inequalities (LMIs) in (26).

V. EXAMPLES AND SIMULATIONS

In this section, via numerical examples, we confirm the
theoretical results that were presented in the previous sec-
tions.

Example 1:Consider the following linear system

A =

 −0.2247 −1.5304 −0.0972 −1.6739
0.0272 1.3501 0.9175 −0.8232
−0.5781 0.1585 0.1147 1.2752
0.1480 −1.6346 −0.4308 0.0089


B =

 0.3664 0.3370
0.2062 −0.8046
−0.9816 0.2143
0.3829 −0.6150


C =

[
1.7464 −1.9967 −0.7602 0.8304
−0.7324 −0.0821 −0.6108 0.5653

]
.

MatricesQ, R, M , andN are identity matrices of proper
dimension. We assume that the packet dropping rate for all
packets is the same and it is equal toβ = 0.1. It can be
easily checked that this system is controllable and observable.
Using Theorem 1 we see that the difference Riccati-like
equation has a steady state solution and it is equal to

K =

 1.7743 −3.0179 −1.8719 0.5037
−3.0179 33.4406 15.3191 −2.8411
−1.8719 15.3191 9.3066 −3.0382
0.5037 −2.8411 −3.0382 7.5901

 .
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Fig. 4. The expected value of the norm of the state of the system in
Example 1.

Therefore, this system with full state information is stable in
mean square sense. Furthermore, by checking the condition
in (26) we see that the set of LMIs are feasible and therefore,
the networked control system is stable. In Figure 4, the
expected value of the norm of the state is plotted. In this
plot, because of the noise and dropped packets the expected
value of the norm of the state does not approach zero and
instead it goes to a non-zero steady state value.

Example 2:Consider the system in Example 1 with packet
dropping rateβ = 0.35. In this case the difference Riccati-
like equation has solution:

K =

 12.1872 −63.0028 −38.4361 −7.1466
−63.0028 404.1250 237.2488 28.4469
−38.4361 237.2488 144.0814 18.0860
−7.1466 28.4469 18.0860 22.8959


It can be shown that the LMIs in this case don’t have a

solution. In Figure 5 it is shown that the networked control
system is unstable.

VI. CONCLUSIONS ANDFUTURE WORK

In this paper we presented the conditions under which
undisturbed networked control systems are mean square
stable. These conditions can be checked rather easily if the
parameters of the non-networked control system and the
packet dropping rate in the network is given. If the dropped
packets are not retransmitted these conditions are necessary
and sufficient for stability.

In future we will study the stability of the networked con-
trol systems with the presence of network delay and packet
dropping due to propagation delay and network congestion.

VII. REFERENCES

[1] G.C. Walsh and Y. Hong and L.G. Bushnell. Stability
Analysis of Networked Control Systems.IEEE Trans-
actions on Control Systems Technology, 10(3):438–46,
May 2002.

[2] J.K. Yook, M.Tilbury, and N.R. Soparkar. Trading
Computation for Bandwidth: Reducing Communication
in Distributed Control Systems Using State Estimators.
IEEE Transactions on Control Systems Technology,
10(4):503.

0 2000 4000 6000 8000 10000 12000
10

0

10
20

10
40

10
60

10
80

10
100

10
120

Norm of the state of the system in (29)−(32)

Time

Fig. 5. 2 norm of the state of the system in Example 2.

[3] W. Zhang and M.S. Branicky and S.M. Phillips. Sta-
bility of Networked Control Systems.IEEE Control
System Magazine, 21(1):84–99, February 2001.

[4] P. Seiler and R. Sengupta. Analysis of Communication
Losses in Vehicle Control Problems.Proceedings of the
American Control Confrence, pages 1491–1496, June
2001.

[5] D. M. Chiu and R. Jain. Analysis of the Increase
and Decrease Algorithms for Congestion Avoidance in
Computer Networks. Computer Networks and ISDN
Systems, 17:1–14, 1989.

[6] S.H. Low F. Paganini and J.C. Doyle. Internet Con-
gestion Control. IEEE Control Systems Magazine,
22(1):28–43, February 2002.

[7] D.P. Bertsekas. Dynamic Programing and Optimal
Control, volume 1. Athena Scientific, Belmont, MA,
USA, 1995.

[8] T. Katayama. On the Matrix Riccarti Equation for Lin-
ear Systems with a Random Gain.IEEE Transactions
on Automatic Control, 21(5):770–771, October 1976.

[9] M. Athans, R. Ku, and S.B. Gershwin. The Un-
certainty Threshold Principle: Fundamental Limitations
of Optimal Decision Processes under Dynamic Uncer-
tainty. IEEE Transactions on Automatic Control, AC-
22(3):491–495, June 1977.

[10] R. Ku and M. Athans. Further Results on the Un-
certainty Threshold Principle.IEEE Transactions on
Automatic Control, AC-22(5):866–868, October 1977.

[11] G.H. Golub and C.F. Van Loan.Matrix Computations.
The Johns Hopkins University Press, Baltimore, MD,
USA, third edition, 1996.

[12] W.L. De Koning. Infinite Horizon Optimal Control of
Linear Discrete Time Systems with Stochastic Parame-
ters. Automatica, 18(4):443–453, April 1982.

[13] L. El Ghaoui and M. Aitrami. Robust State-feedback
Stabilization of Jump Linear Systems via LMIs.Inter-
national Journal Robust and Nonlinear Control, 6(9-
10):1015–1022, November-December 1996.


