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Abstract—In this paper we present a general framework for a protocol to schedule the use of shared resources and the
networked control systems, where all components are assumed modelled delay is due to this scheduling.

to be connected through a communication network. We use 14 requce the required bandwidth for the networked con-
the uncertainty threshold principleto show that under certain . .
conditions there is a rate for dropped packets for which an trol system in [2], the controller uses an est|m_ate _of the state
undisturbed networked control system is mean square stable. Of the system. When the error of the estimate is bigger than a
certain threshold, the true value of the state of the system (or

I. INTRODUCTION part of it) is transmitted. Similarly to [1], in [2] the network
model is a dedicated network for the control systems and

Networked control systemare systems whose SENSOrSy, packet dropping and packet delay is not considered in

actuators, estimator units, and control units are connect b analysis
through communication networks [1] [2] [3].[4].' Th|§ type of In [3] the stability of the control system is studied under
system has the advantage of greater flexibility with respe

o traditional ol " Al it all f d dﬁge networked induced delay and dropped packets. In the
o ‘raditional control systems. /uso, 1t allows for reduce analysis of stability in the presence of packet dropping, it is

wiring, as well as a lower installation cost. It also PEMItS,ssumed that the full information of the state is transmitted
L et?frough the network and it may be lost because of the
Examples of such systems can be seen in aircrafts or marBf’bpped packets in the network. On the other hand, the

facJurI!rl:g plan:s. | . ked | control command is sent directly to the plant, therefore, the
nlike regular control systems, in networked control SySqayork is not used for transmitting the control signal. With

tems the synchronization between different sensors, actuatgis.. assumptions in the model of networked control sys-
and control units is not guaranteed. Furthermore, there is ¥ms, the authors use the stability analysis for asynchronous

guarantee for zero delay or even constant delay in Send'?%amical systems to find the maximum packet dropping rate

information from sensors to the control units and controunder which the overall system is stable.

signals from the control units to the actuators. When there In [4] the stability of a linear networked control system

is congestion in the communication network, some packe the presence of dropped packets is studied. As in [3], the

are dropped to either reduce the queue size in the PaBntroller is directly connected to the plant, therefore, there

or to inform the senders to reduce their transmission ratgﬁe no dropped packets for the control signal. The authors

55]| [6]. In dreal ti(rjne sykstems, pk? rticularly ca_ntrol dsystemsin 4] allow imperfect observation of the state of the system.
elays or dropped packets may be catastrophic and may cagg bility analysis for the networked control system in this

instability in the control system. reference is based on the stability of Markov jump linear

The communication network in the feedback loop makeéystems.

the analysis and design of networked contr(_)l systems €OM" | the present paper we give a general framework for
plex. The tools and methods developed in conventionglenyorked control systems. Under this framework all com-
control theory are not enough for this analysis and shoulgynents; including sensors, actuators, estimator(s), and con-
be modified to ac_c_ount for the additional complexity. troller(s), are assumed to be connected through a commu-
In [1] the stability of networked control systems for apjcation network. We do not assume that this network is
continuous plant and a continuous controller is studied. Thagicated to the control system, so other types of traffic
model of the network in this reference is a bus that all sSensogse allowed to use the same media. We consider network
and actuators have access to but only one sensor or actugfgfay in our analysis only inasmuch as it relates to dropping

can access the bus at a time. There the authors intrOdU&S’ckets due to an extensive delay, and the effect of this on

0 . , the stability of the system. Here we focus our attention on the
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the Center for Communicating Networked Control Systems (through Bost%n dratic G . | bl d h
University), and by the National Science Foundation Learning and Intellige fnear qua ratic Gaussian control problem and we state the

Systems Initiative Grant CMS9720334. network model. We argue that theeparation theorem for



Since the system is linear and the noise process is assumed
X = AX, + Billy + W, to be Gaussian, the conditional expectation of the state of
Y =CX, +V, the system given information vectdy, can be calculated
using Kalman filtering. The solution of the Kalman filtering
problem can be written as follows [7]:

Xpr1 = ApXp + Brug + E’f-ﬂ\kthlZ;lNk_-&l )
b =Uye v e (Yir+1 = Crr1(AxXp + Bruy))
and
Fig. 1. Control system without network. X0 = E{XO}ZO\OCOTNO_l (YO _ C()E{Xo}) (6)

linear systems and quadratic ca&] does not apply to the Where_ the matrices are computed off-line and are given
general framework of networked control systems. Thereforéecursively by
we use a suboptimal method to simp'lify the calculation of Skt1ki1 = Shitlk — Zk+1\kcg+1
the estimator and controller. In Section Ill we show that T -1

. - . . (Cht1Zk 1k Cy1 + Nit1) ™ Cro1 X (7)
under certain conditions the existence of the solution to theZk+1|k _ AkEk\kAf + My,
Riccati-like equation and the mean square stability of the
networked control system with perfect state information i§0r £ =0,1,---, N — 1, with
guaranteed. In Section IV we give the conditions under which _a _ T T -1
an undisturbed networked control system with imperfect Zojo =5 = §C (CoSCo + No) ™ CoS. ®
state observation is mean square stable. In Section V Jie these equationsM;, Nk, and S are the covariance
present numerical examples and simulations. Finally, in th@atrices ofwy, v, and xq, respectively, and we assume
last section we present our conclusions for this paper and wheat w;, andv; have zero means.
lay out future research. Consider now the case wheve, and v, are stationary,

the system is time invariant, and the matrices defining the

Il. PROBLEM DEFINITION cost in (2) are constant in time. Therefore, we can drop the

Consider the feedback control system in Figure 1: time index. Assume that the paid, B) is controllable and
the pair(A, Q'/?) is observable, wher® = (Q'/2)TQ"/2.
Xpr1 = Apxp + Beug + Wi (1) Then, for the infinite horizon case the optimal control policy
Ye oo = CiXp+ Vi, is a steady-sate policy and is given by [7]
n i m
wherex;, € R" is the state of the systergy, € R™ is the W (1) = LRy, | )

observationpy, € R? is the controly;, € R™ andwy, € R"
are independent discrete time white Gaussian processes, avitere
Ay, B, andC} are known matrices with proper dimensions.

_ T —1RT
We consider the quadratic cost function L=—(R+B KB)" B KA, (10)
) N_1 and K is the unique positive semidefinite solution of the
NE {X%QNXN + Z (xFQuxx + unguk)} (2) algebraic Riccati equation
k=0

K=AT(K -KB(R+B"KB)"'BTK)A+ Q. (11)
where Rk is a positive definite matrix an@;, is a positive o ) i .
semidefinite matrix. It is well known that with the quadraticBy @ similar argument, if the pair(A,C) is observ-

cost in (2) and an admissible contral — s, (I), where able and the paif A4, M'/?) is cE)ntroIIabIe, whereM =
(M1/2)TM1/2, then ask — o0, x;, can be generated by a

I, = {yo,y1, ", ¥k, ug,uz, - -, ur_1} is the information ’
vector andly, = {yo} is the initial information vector, the steady state Kalman filter
optimal control problem has a solution as follows [7] Xpp1 = (A+ BL)%+ (12)
ST a7 —1 _ N
Ly = —(Bx+ B K1 Br) "' By K1 Ay where¥. is given by
where matrixK is given recursively by the Riccati equation T=x-xcT(CcT + N)“ICT (13)
Ky = Qé}” - . and X is the unique positive semidefinite solution of the
By = Ay Ky B(By + By Ki1 By) (4) Riccati equation
BYK, 1A
k Dk+143k

Ky = ATKpAg—Po+Qy . Y =AE-xcTcsct + N te)AT + M. (14)
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Fig. 2. A networked control system with single connection to the
communication network. Fig. 3. A networked control system with distributed sensors and actuators.

Now consider system (1) whose feedback loop is closesbnsidered lost. This results in smaller transmission delay
through a communication network. Here we assume th@fhich is very important for the stability of networked control
a single controller uses the observation dgig which it systems. We use UDP for our analysis.
receives from the plant through the network, to generate the The second impact of the network is the delay of the
control commanduy. This control command is sent to the sensor and the control command data packets. This delay
plant through the network. For example, we assume two casgsa combination of a fixed propagation delay and a random
of networked control system. In the first example (Figurejelay due to the congestion in the network. In this paper we
2) the plant collects all the sensor data and transmits dfo not address the impact of the network delay on the control
to the controller, then receives the control commands froystem and we concentrate our attention on the lost packets.
the controller and sends them to the actuators. The com-The networked control system can be modelled by the
munication between the plant and the controller is througfdllowing set of equations:
a communication network. In the second example (Figure
3), the plant has a series of sensors and actuators that are Xepr = ApXp + BpOguy + Wy
distributed throughout the plant and each of these sensors e o= Ot vi,
and actuators are connected to the communication netwoikhere ©;, = diag(6,---,0¢) is a diagonal binary random
Therefore, they send and receive their data directly to andlatrix. ¢; = 0 indicates that the control command, i*"
from the controller. component ofuy, is lost and¢; = 1 indicates that this
The network in the feedback loop affects the dynamics afomponent of the control command is delivered. Similarly
the networked control system in two different ways. to the control command, the sensor data that arrives at the
The first impact of the network in a networked controlestimator can be modelled as follows:
system is the packet loss due to network congestion. The N
data transmission protocols like TCP guarantee the delivery Vi = Pk, (16)
of data packets. Therefore, when one or more packets ambere®; = diag(¢},---,¢7) is a diagonal random matrix.
lost the transmitter retransmits the lost packets. However, In this paper we assume th@ét, and ®, are i.i.d. This
since a retransmitted packet usually has a long delay, tlassumption can be justified if the bandwidth of the commu-
retransmitted control command packets are outdated by th&ation network is much bigger than the bandwidth of the
time they arrive at the actuator. Therefore, in our modefgedback control system.
we assume that the system discards the control commandsThe information vector in the networked control system is
that are retransmitted. The sensor data packets are usedainombination of observatiofy}, control commanduy},
the estimator module to estimate the state of the system, taed control command packet delivery indica{@; }.
more data the estimator receives from the sensors the moreSince the random matrice8;_,,0,_»,--- are not nec-
accurate the estimate of the state is. In other words, if a sensssarily observable at time, the optimal control problem
packet is lost the estimator module can proceed without tHer the networked control system in (15) and (16) and a
lost packet, but when it receives the retransmitted versiaquadratic cost is not separable into optimal solutions for
of the lost sensor data packet, the estimator can use ttie estimator part and the controller part. Therefore, there
new information to improve the estimation error. Althoughis no known analytical solution for this problem. To avoid
in principle this is possible, a time stamping procedur¢he computationally complex numerical solution, we use an
should be used and all the receivers and transmitters shoalpproximate solution for the optimal control problem. In this
be synchronized in order to implement it. Unlike TCP, inapproximate solution, we assume that the optimal controller
UDP no packet is retransmitted and the dropped packets aed the optimal estimator can be calculated separately.

(15)



[1l. CONTROLLER One result of Theorem 1 is that an undisturbed system that
With the assumptions made in the previous section thatisfies the conditiop = lim [|A'7||'/* < 1 s stabilizable
finite horizon suboptimal control policy for the networkedin the mean square sense, i.e. there exists a gain matrix
control system can be calculated as follows [7]: such that for the closed loop systern, | = (A—BO L)x,
lim E[||x;]|?] = 0 for all initial conditionsxg.
11— 00

Ex|I]) = Ly E[x|I 17
_/“Lk( [ _| k])_ _k el (17) Theorem 1 provides a numerical method to check the
where the gain matri{,. is given by existence of a steady-state solution for the Riccati-like
Li= —UuE[O4Bl Ky Ax , (18) equation (20_). In speqal cases it is possible to _reduce the
burden of this numerical method to the calculation of the
where spectral radius of matrixd. As an example, consider the
o N . .
Wy, = (Ry + B[Ok BT K1 ByOi)) " time invariant networked control system that is connected to
a communication network similar to the system in Figure 2.
and where the matriced(;, are given by the recursive The dynamics of the system in this case can be written as
equation follows
Ky =Qn — Ax; + 6,.B 21
Kip = Ap Kp Ag— (19) ke = A0 O W )
ALK} 1 BRE[©}]V B[O Bl Kiy1 Ak + Qi - The Riccati-like equation (20) for the system in (21) has the

In the case of a time invariant system and constant matricdgllowing form

Qi and Ry, it is not necessarily true that the above equationKkH — ATK, A—
converges to a steady-state solution even if the matrites -1

B, and @ satisfy the conditions for the existence of the o?ATKiB (R+aB"KiB]) ~ BTK:A+Q,
steady-state solution in (11). In fact, if the packet droppingvheres = 1 — « is the packet dropping rate, more precisely
rate is high, i.e. the probability of; = 0 is larger than a P(9, = 1) = a and P(, = 0) = 3. It is easy to see that
certain thresholdS; diverges to infinity starting from any for (A4, B) controllable, B square and full rank(A, Q'/?)
nonnegative initial condition [8]. A possible interpretation foropservable andR > 0, if max|)\;(4)| < 1/8(1/2), then

this phenomena is that if there is a lot of uncertainty aboyhe steady state solution for the Riccati-like equation (22)
the system, i.e. the packet dropping rate is high, optimizatiofists [g]. There is no known analytical result regarding
over a long period is meaningless. This phenomena has bR existence of the steady state solution for (22) when the

called theuncertainty threshold principl¢9] [10]. matrix B is not full rank and square, but we know that for
To give the necessary and sufficient condition for thgis case ifmax |\;(4)| > 1/80/2), then lim Ky — oo

existence of the steady-state control policy we introduc k— -
X Y-S policy 2]. TherefoFe, the networked control systoém in Figure 2
some notations and definitions. The Moore-Penrose pseudd

inverse of then; x n, matrix S is denoted by(S)* and |s_unlstable if the packet dropping raté, is greater than
defined byS” Sz = z, ¥z € R(ST) and S z = 0, Yz €  maxCu(A)*"
N(ST), whereR(-) and N'(-) denote its range space and

null space, respectively [11]. The spacerok n symmetric

(22)

IV. ESTIMATOR

matrices is denoted by™. The mappingA : ¥" — Y™ is In (17) the controller uses the output of the estimator

defined by [12] to generate the control command. The estimator finds the
AX = ATXA— ATXBO(E[OBTXBO]) 6XA b_est estimate thro_ugh the conditi(_)nal expfactation of the state
AX = AA-IX. given the information vector. The information vector consists

of the the control command, the system output received at the
The following theorem gives the necessary and sufficient cogstimator, and the packet delivery indicators for the control
dition for the existence of the steady-state control policy[12kommand. To illustrate our main idea, in this section we
Theorem 1: Assume that the pdir, B) is controllable  assume that our networked control system has a structure
and the pair(A, Q'/?) is observable. Then, for the stationary similar to the system in Figure 2. The extension of the ideas

random matrix©, with © = E[O;] and E[©,YO,] = of this section to the general case is straightforward and is
E[OY ©], whereY  is ad x d matrix, the forward Riccati-like given at the end of the section. The system output packets
difference equation and the control command acknowledgement packets may get

K1 = ATK A— dropped passing through different nodes of the communica-

~ -1 = 20 i ; .
ATK,B6 (R + E[OBTK,BO)) " OBTK A + Q (20) " tion network. Therefore, there are several different scenarios
) ) o for the elements of the information vector at tirhe
has a siteald/yl( state solution &s— oo if and only if p = Considering all possible scenarios for the combination of
ili’f& AT < 1. the estimator and the plant, the networked control system has



the following structure in this modefy, = 1, y+1 is delivered, and);, is lost.

Xp+1 = Apxp + Ok B L Xy + Wi oA 0 .
(A + oxBr L)Xk + T (Yr+1 — Cra I'CA (I-TC)A+6BL |’
(A + @ BiTy)%y,) if yi delivered  (23)

X1 = in this moded;, = 0, yx41 is delivered, and;, is lost.
(Ak + (pkBkLk))A(k if yr lost A A BL
|0 A+BL |’

wherel’), = §k+1‘k+1Cg+1Ngﬁl, Xp = E[XukL and YE = ) . . . .
05 + (1 — 60;)0 is equal tody, if the control command packet in this modef, = 1, yx1 is lost, andf is delivered.
delivery indicator is delivered and is equal dootherwise. A0

For LTI systems in the presence of dropped packets the gain F° = ,

in the Kalman filter,I';, does not r/each a steady state even 0 A

if (4,C) is observable andA, M'/2) is controllable (see . .. . B , , ,
equations (5) to (14)). To simplify the stability analysis ofin this moded, =0, yj.1 is lost, anddj, is delivered.
the networked control system we replace the estimator in

(23) with a suboptimal estimator by replaciig with I' = Fb = [ A BL ] ,
Y.CTN~!. Therefore, the overall system has the following 0 A+6BL
structure: in this modedy, = 1, yx+1 andd,, are lost.
<xk+1) {A 0,BL }(x;c)+
Rt ICA (I-TC)A+¢pBL |\ % (24) |40
FC}W” r |k "0 A+6BL |
iy, is delivered in this moded), = 0, yx+1 andd,, are lost.
PR , The mean square stability of the networked control system
. N , ] . :
( %1 ) N { 0 A+teBL } ( % ) + [ 0 }Wk, (25) I[Slet,a]qualelﬂt to the existence &f, i =0,1,---,7 such that
if y is lost.

. . . . 7
Assume the estimator in (24) has the full information of P>0 Fi(ZpiPi)FiT <P i=01,--.7, (26)

control commands, observations, and packet delivery status’ -
for control commands. Therefore, {f4,C) is observable 7=
and (A, M'/?) is controllable then the covariance of thewherep; = Pr(F = F'). Therefore, to check the mean
error of the estimate i& (see equation (13)). Also, if the square stability of the system, one should solve for the
conditions of Theorem 1 are satisfied then the system fieasibility of Linear Matrix Inequalities (LMIs) in (26).
(24) is stable in the mean square sense. The question for
which we seek an answer is under what conditions is the
networked control system, with packet dropping raten In this section, via numerical examples, we confirm the
forward and feedback loops, a stable system. We know th@eoretical results that were presented in the previous sec-
a networked control system with perfect state informatioHONS- ] . L

e " . Example 1:Consider the following linear system
that satisfies the conditions of Theorem 1 is mean square

V. EXAMPLES AND SIMULATIONS

stable. Therefore, the possible instability of the system in 506227%7 *11;;%(;4 *009297752 *égggg
(24-25) is due to the imperfect observation of thAe_ state of A=| 05781 01585 01147  1.9750
the system. In other words, because of the errokinthe 0.1480 —1.6346 —0.4308  0.0089
control command cannot stabilize the system. 03664 0.3370

We define the transition matricgs’, F',--- F7 for dif- 02062  —0.8046
ferent modes of operation for the network control system of B=1 _o9816 0.2143
equations (24) and (25) as follows: 0.3829  —0.6150

1.7464  —1.9967 —0.7602 0.8304
o= A BL = [ —0.7324 —0.0821 —0.6108 0.5653 |-
rca (I-rc)A+BL |’ . . . .
o ) Matrices@, R, M, and N are identity matrices of proper
in this modef;, = 1, yx+1 andd; are delivered. dimension. We assume that the packet dropping rate for all
packets is the same and it is equalo= 0.1. It can be
1 | A 0 easily checked that this system is controllable and observable.
= rCA (I-TC)A |’ Using Theorem 1 we see that the difference Riccati-like

equation has a steady state solution and it is equal to
in this moded;, = 0, yx4+1 and#@; are delivered. L7743 —3.0179 —1.8719  0.5087

FQ_[A BI ] —3.0179 33.4406 15.3191 —2.8411
- )

_ K=1 _18719 153191 9.3066 —3.0382
'cCA (I-TC)A+6BL 0.5037 —2.8411 —3.0382  7.5901



‘The expected value of the norm of the state Norm of the state of the system in (29)~(32)
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Fig. 4. The expected value of the norm of the state of the system in Fig. 5. 2 norm of the state of the system in Example 2.
Example 1.

[3] W. Zhang and M.S. Branicky and S.M. Phillips. Sta-

Therefore, this system with full state information is stable in ~ bility of Networked Control Systems.IEEE Control
mean square sense. Furthermore, by checking the condition System Magazine1(1):84-99, February 2001.

in (26) we see that the set of LMIs are feasible and therefore[4] P. Seiler and R. Sengupta. Analysis of Communication
the networked control system is stable. In Figure 4, the Lossesin Vehicle Control ProblemBroceedings of the
expected value of the norm of the state is plotted. In this ~American Control Confrencepages 1491-1496, June
plot, because of the noise and dropped packets the expected 2001.
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xample 2: Consider the system in Example 1 with packe a_

dropping rateg = 0.35. In thl)é case the difference Riccati- Systemsl7:1-14, 198.9'

like equation has solution: [6] S.H. Low F. Paganini and J.C. Doyle. Internet Con-

gestion Control. IEEE Control Systems Magazine
12,1872  —63.0028 —38.4361 —7.1466

K _ | —630028 4041250 2372488  28.4469 22(1):28-43, February 2002. _ _
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—7.1466  28.4469  18.0860  22.8959 Control, volume 1. Athena Scientific, Belmont, MA,

It can be shown that the LMIs in this case don’t have a  USA, 1995. o . _ .
solution. In Figure 5 it is shown that the networked control [8] T. Katayama. On the Matrix Riccarti Equation for Lin-
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